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Korea Disease Control and
Prevention Agency
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Domestic Usage
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Problems
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Background

% of adults who report owning ...

L L— B A mobile phone that is not a smartphone
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Design Goals
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KDCA

Korea Disease Control and
Prevention Agency

COVID-19
Vaccination
Certificate

(= Korea Disease Control
~ and Prevention Agency

AstraZeneca
1st R

Vaccanation Date
| Fully Vaccinated | 03.17.2021.

20

Issue Wallet Verify

KDCA is the only authorized issuer in Issued credential is only stored in user’s Anyone can verify other’s credential
Republic of Korea own device Integrity is secured by using blockchain
and Decentralized Identity technology



Selective Disclosure

9:41

< Sharing Settings

Required Information
Vaccine

Brand

Lot Number

Vaccination Series
Vaccination Date
Vaccination Country

Administered Centre

Additional Information

Full Name

Date of Birth
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QR

Time Left 15 seconds

Required Information

Vaccine Brand Lot Number

Vaccination Series Vaccination Date Country

Administered Center

Additional Information

= @

Additional Information Global Certificate
Settings

Verified Information

Vaccine Dose / Vaccine Manufacturer

2st / Pfizer

Vaccine COVID-19 Name Undisclosed
Lot No. CTMAV508 Date of Birth Undisclosed
Date March 28, Nationality U.S.A.
2021
oo o) p—
oo 1) —_—
My credentials Verify Credentials Settings

disclosing nationality only

Verified Information

Vaccine Dose / Vaccine Manufacturer

2st / Pfizer

Vaccine COVID-19 Name Smith, Paul
Lot No. CTMAV508 Date of Birth Undisclosed
Date March 28, Nationality U.S.A.
2021
oo @) p—
oo AR —_—
My credentials Verify Credentials Settings

disclosing name and nationality



Interoperability and Scalability
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Self-Sovereignty

Relay Server
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Blockchain
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Proof of
Transaction
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Verifiable Credential

VC Sample

"did:infra:01:PUB_K1_5SzUXCYCz59zrwxHzVxE6JFRnwPYZzu9Vtk925ql1BTJCGGg3r7Z",
"@context": [
"https://www.w3.0rg/2018/credentials/v1l",
"https://coov.1o0/docs/vc/context/vl"”

"type": |
"VerifiableCredential",
"VaccinationCredential"

"credentialSubject": {
"vaccine": "COVID19",
"brand": "Moderna",

"did:infra:01:PUB_K1_6wINmCJUuErqEXhw8WpENnbTALHtzQTXQFaUtMY3CkxThBouafA",
ll®.9ll,
"did:infra:01:PUB_K1_6WGrvnuG7xFxXCFA4dPrefh93HUdG7d1fjUQNsZXQ6JfRC6G3ZC"




Global Standardization
2 2
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UN ESCAP - WHO R—

Orgarszation AOR

“ertificate

Workshop on Digital COVID Certificate vy
vl

20214 99é‘l SOEI MORE VIDEOS
BRICS Digital Health Summit p o 008/831

Smart Digital Vaccination Certification
Delivery Framework ITUWebinars

ITU/WHO Workshop
on Digital Vaccination

Certificate
2021 8 21

ITU - WHO

Workshop on Digital Vaccination
Certificate

11 August 2021
13:00 - 18:00 CEST

https://itu.int/go/DVC-21

@ ESCAP/WHO Workshop on Digital COVID Certificate, Republic of ... L ~»

Watch later Share

wescaiZy (E kit

W E WHO Workshop on Digital Covid Certificate
Ll support of crogs-~~rrar travel and tourism recovery

TEST RESULTS

| COVID-19

World Health
Organization

CILFPUBLICHEALTH

March 31, 2021
Dear KDCA Commissioner Jeong Eun Kyeong and Blockchain Labs CEO Um Jee Yong,

We are delighted to hear that KDCA is the first national public health authority to launch a
blockchain-based COVID-19 vaccination verification system using the W3C Verifiable Credential
standard. We wish both KDCA and Blockchain Labs every success with its launch. | would also
like to explore how we, Linux Foundation Public Health (LFPH), can collaborate with you in this
important work at a global level.

LFPH, as part of the Linux Foundation, is an open community that works with leading tech
companies and public health authorities like yourselves, harnessing open source software to
combat COVID-19 and to assist health authorities and public health globally. One of our vibrant
community’s focuses is verifiable vaccination credentials, and we are examining further areas
where we can support health authorities and their tech partners. Therefore, Linux Foundation
Public Health would like to request KDCA and Blockchain Labs join as members and contribute
code to the LFPH initiative, in order to establish the technology that will be used as the global
standard for verifiable COVID-19 vaccination credentials.

It would be an incredible service for KDCA and Blockchain Labs to contribute code to the LFPH
initiative to combat COVID-19 around the world. This would open up opportunities for KDCA to
communicate with health authorities in other countries on its use. Contributing code to a Linux
Foundation project is very prestigious, as we are selective in choosing only the best codebases.

We would of course ensure there is substantial recognition, promotion and publicity globally
on your contribution, your code base, and on the exceptional work you are doing in this area.

Please be aware that when an organization offers to contribute code to LFPH, our Technical
Advisory Council takes it through the governance and due diligence process in order to accept
the project. From what we have seen and heard of your software, we imagine this would be a
straightforward process. We are excited to add that the COVID-19 Credentials Initiative (CCl)
has joined LFPH, leading our work in introducing your software as a global standard.

We look forward to making a global impact together with KDCA and Blockchain Labs.
Sincerely,

Brian Behlendorf
Executive Director, Linux Foundation Public Health




International Usage
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COVID-19 Vaccination
Certificates

15 seconds Left

Korea Disease Control
& Prevention Agency

O0|&/Name &350|=/Vaccination Record
GILDONG KIM 1 23 AUG 2021
Pfizer / EK4174

2 27 AUG 2021
AstraZeneca / DL4132

HAE Y /Date of birth

01 FEB 1987

o HHS/Passport No.
M1234567
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Root of Trust

Government agencies role as a root of
trust to provide citizens’ convenience and
enhance privacy.

A\

Self-Sovereignty

Provide secure system so that users can
preserve ownership of personal and
medical data



“Users own the data they create”



Thank you

Contact

Jaehoon Shim | Head of Product
Blockchain Labs, Inc.
jshim@infrablockchain.com



