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01. Data-driven Age
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Data driven approaches also raise ...

Privacy Bias

Inequality
Safety and security

Trustworthiness

Societal concern
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01. Data-driven Age

Data standard, standardization?

Target & objectives
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ISO/IEC JTC 1

ISO/IEC JTC 1/SC 42

Artificial intelligence

About

Secretariat: ANSI

Committee Manager: Ms Heather Benko
Chairperson (until end 2024): Mr Wael William Diab

ISO Technical Programme Manager [TPM]: Mr Andrew Dryden
ISO Editorial Manager [EM]: Ms Christelle Gansonre

Creation date: 2017

1o 24 o 10

published ISO standards * ISO standards under Participating members Observing members
under the direct responsibility development *
of ISO/IEC JTC 1/SC 42 under the direct responsibility

of ISO/IEC JTC 1/SC 42
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Structure Liaisons Meetings

Reference T Title Type
ISO/IEC JTC 1/SC 42/AG 3 () Al standardization roadmapping Working group
ISO/IEC JTC 1/SC 42/AHG 4 (D) Liaison with SC 27 Working group
ISO/IEC JTC 1/SC 42/JWG 2 (O Joint Working Group ISO/IEC JTC1/SC 42 - ISO/IEC JTC1/SC 7 : Testing of Al-based systems Working group
ISO/IEC JTC 1/SC 42/WG 1 ()  Foundational standards Working group

| SOfECTCUSC 42MG2 ©  Data " Woringgroup |
SOIECJTCU/SC42WG 3 ® Trustworthiness " \Worknggroup
ISO/IEC JTC 1/SC 42/WG 4 (i) Use cases and applications Working group

ISO/IEC JTC 1/SC 42/WG 5 (i) Computational approaches and computational characteristics of Al systems Working group
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ISO/IEC DTR 5468 Information technology — Al — Functional safety and Al systems

ISO/IEC PWI 17866 Information technology — Al — Guidance for mitigating ethical and societal concerns

ISO/IEC FDIS 23834 Information technology — Al — Guidance on risk management

ISO/IEC TR 24027:202| Information technology — Al — Bias in Al systems and Al aided decision making

ISO/IEC TR 240782020 Information  techmology — Al —  Overview of  trustworthiness in  artificial  intelligence

ISO/IEC TR 243682022 Information technology — Al — Overview of ethical and societal concerns
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ISO/IEC DIS 8183 Information technology - Artificial intelligence - Data life cycle framework

Boundary of data processing

Continuous verification and validation of system
f i i f r i
| | ‘ :

3 10. Syst
1. Idea 2. Business 3. Data 4. Data 5. Data 6. Building 7. System 8. System :el::::_ decoi’:-em
conception requirements planmng acqulsmon preparauon amodel deployment operation missioning )} (_missionin

v ¢

Verlﬁcanon and validation of model

A

— Primary development pathway

<«» Feedback pathway

C] Stage within data processing
Q Stage without data processing

-------- Boundary of data processing
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ISO/IEC 5259 Artificial intelligence - Data quality for analytics and machine learning
Part 1: Overview, terminology, and examples

Part 2: Data quality measures

Part 3: Data quality manage requirements and guidelines

Part 4: Data quality process framework

Part 5: Data quality governance framework
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ISO/IEC CD a2a8-1 Artificial intelligence - Data quality for analytics and machine learning - Part I: Overview, ter
minology, and examples

Dataflife@ycle@ramework@fromdSO/IECB183)

Boundary of data processing

| Continuous validation and verification of system |

L 4 r |
] F’hm
L.1dea L Business 3. Data 4. Data 5. Data &Buﬂdﬂg | i ;2;:
conception Tequirements planning acquisition preparation amodel o
b o
k3

| Validation and verification of model I

Instantiations@flDLCEnodelForB259RBeries

. Datal Datall Datal Datal
Datafequirements . s Data provisioning I
planning acquisition preparation decommissioning

Iteration

Key

:] StageBvhere@ata@rerocessed
[teration

——  Primary@evelopment@athway

«—  Feedback@athway
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ISO/IEC CD a2a8-1 Artificial intelligence - Data quality for analytics and machine learning - Part I: Overview, ter
minology, and examples

O o= O
DQ model 1SO/IEC 5259-1 = A N =
S ™~ o O ™~
A 10 S A 10
&
<))

DQ measures 1SO/IEC 5259-2 g v
(=T)) < =

El|l 5| @

ISO/IEC 5259-3 t’ > E

DQ assessment ISO/IEC 5259-4 o o v
= a, >

<)) (=)

ISO/IEC 5259-2 = S o0

DQ improvement ISO/IEC 5259-4 g E g

DQ management

Data quality framework for analytics and ML
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ISO/IEC CD a2a8-1 Artificial intelligence - Data quality for analytics and machine learning - Part I: Overview, ter

minology, and examples

Data life cycle

/

consistency accuracy

esulg # context
coverage

currentness

auditability

precision

<A data quality model for analyticsand ML>

[ISO/IEC 5259-2]
Quality characteristics

[
<Data>

|
<Dataset>

accuracy

balance

precision

effectiveness

completeness

similarity

Data quality
requirements
for the specified
Analytics and
ML usage
context

consistency

representativeness

relevance

data scalability

context coverage

portability

timeliness

currentness

identifiability

auditability

credibility

understandability
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IS0/IEC CD 92a8-2 Artiticial intelligence - Data quality for analytics and machine learning - Part Z: Data quality

medsure

Data quality model for analytics and ML

/\

Applied data quality

characteristics
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Table 7 — Effectiveness measures

=

Inherent data quality

characteristics

Accuracy
Completeness
Consistency
Credibility
Currentness

Inherent and system-dependent
data quality characteristics

Accessibility
Compliance
Confidentiality
Efficiency
Precision
Traceability

Understandability

system-dependent
data quality
characteristics

*  Availability
+ Portability

* Recoverability

New data quality
characteristics

Auditability
Identifiability
Effectiveness
Balance

Diversity

Relevance

Representativeness

Similarity
Timeliness

—

Data quality model defined ISO/IEC 25012

ID Name Description Measurement function Target data
category
Eff-ML-1 Brightness Ratio of samples with A Training data
effectiveness unacce.ptal:iletbngthtness B Validation data
in a datase where
Test data
A is the number of the
samples with unacceptable
brightness;
B is the number of all
samples in the dataset.
Eff-ML-2 Resolution Ratio of samples with A Training data
effectiveness unacce.ptal‘)iletresct)lutlon B Validation data
in a datase whira
Test data
A is the number of the
samples with unacceptable
resolution;
B is the number of all
samples in the dataset.
Eff-ML-3 Category size Ratio of categories ﬂ Training data
effectiveness where the number of B s
s : Validation data
categorized samplesis | o0
lower than a threshold Test data
A is the number of categories
where the number of
categorized samples is lower
than a threshold;
B is the number of categories
in total.
Eff-ML-4 Bounding box Ratio of bounding boxes Training data

area
effectiveness

which areas are smaller
than an acceptance
threshold over all boxes

A
B
where

A is the number of bounding
boxes which areas are
smaller than an acceptance
threshold;

Validation data

Test data
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IS0/IEC CD 5258-3 Artificial intelligence - Data quality for analytics and machine learning - Part 3: Data quality
manage requirements and guidelines

"1 Scope<
This document specifies requirements and provides guidance for establishing, implementing,
maintaining and continually improving the quality for data used in the areas of analytics and machine
learning.<
This document does not define a detailed process, methods or metrics. Rather it defines the requirements

and guidance for a quality management process along with a reference process and methods that can be
tailored to meet the requirements in this document. <

The requirements and recommendations set out in this document are generic and are intended to be
applicable to all organizations, regardless of type, size or nature.<



*

02. Activities in JTC 1/SC42 WG 2 ol

ISO/IEC CD 52a8-4 Artiticial intelligence - Data quality for analytics and machine learning - Part 4: Data quality p
rocess framework

DLC@perspectivel
(as@escribed@nFISO/IECH259-1)

DQPFperspective{as@escribedindS0/IECH259-4)

—_ Data@ualityplanning Data@uality@hecking
- . . An.alyzeheﬁilatalﬂllllalityequirement.s « MeasureMatafualityBs@escribed?
Data Datall . ]sglslgheataﬁiluahtyﬁhodellﬂsescrlbedﬁ]nﬂ]SO/IECEﬂ indS0/IECB259-2
requirements planning ) * Implement@he@ata@uality
\ | J * Setfthe@ualityfheasurement@s@escribedEn@SO/IECH management@rocess
I Datafuality@equirements@s? 5259-2
r N\ r N\ || described iSO /IECB259-3 * Reflect@helequirements@sescribed@n@SO/IECH259-3
Datal > Datal
preparation acquisition .
- o - I 7 [teration
r y r 1 Data@ualityprocess®alidation Data@uality@ptimization
Data Datal .
L N * Handlefthe@ata@o@mprove@he@ata@uality . ‘ .
Lprov1s10nmg’ hdecommlssmmngj + AnalysisTheisksBr@rrorsinBhedata Validate@he@ata@uality®
* Improve@ata@ualityBvith@ata@ptimization \[23 ar?f?]:g%tuﬁ;ﬁ;%nsso delRD
A . tl ?]
measurementfethods
Manage®LCRvith®
datafuality@ .
products Data@ualityroducts@s@

described@n@SO/IECB259-3
Outcomes@fQPF

* Datafuality@mprovement@nethods;
* Dataualityfodel@s@escribedn@AS0/IECB259-1 * Methodsforfandling®rBontrolling@ata@rror
* Quality@heasurement@nethods@s@escribed@ndSO/IECB259-2 * Failure@eportsBfBhematafualityfneasurementd
* Datafuality@anagement@rocess@s@escribed@n@SO/IECE

process
5259-3 * Guidancefo@mprove@he@atafuality@anagement
* Requirement@roducts@s@escribed@n@SO/IECH259-3 process
Relevant@®rganizations ¢ Measurementfesults®fBhe@ata@uality; + ApprovalDffthe@ata@ualityfanagement@rocesst
with@LCManagement * Risks@r@rrorsinBhe@ata; withBtakeholders.

* Monitoring@ecords®fthe@atafualityfrocess.
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I50/IEC WD aZ58-a Artificial intelligence - Data quality for analytics and machine learning - Part a: Data quality g

overnance framework

38500
IT governance

38502

Framework and model

38505-1

Governance of data

38507
Governance of Al

DO governance framework

Strategies & Business planning D DQ risk
P‘Jh‘ﬂ% for for SQ s uccnunt%ilitias management
DQ guiding principles
1 I

5259-3
Management Management layer 5750.4

systems for DO 1 1 1 1 1 o
Operation layer 5259-2
Data life cycle 5259-1

The organization’s use of data for analytics and ML
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Future networks and emerging network technologies

Q17/13 is to provide the necessary overall frameworks, definitions, and ecosystems including
requirements, capabilities related to the integration or support of future computing including
cloud computing and in telecommunication ecosystem.

Q18/13 deals with the architectures, infrastructures and networking views related to the
integration and support of the future computing (including cloud computing and data handling)
in telecommunication ecosystems.

Q19/13 deals with end-to-end management, governance, and security for future computing
including cloud computing and data handling from the perspective of telecommunication. The
novel methods based on artificial intelligence and machine learning are essential to handle
complexity of future computing management and optimally orchestrate its operation and
lifecycle management.
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ITU-TY.3602 Big data - Functional requirements for data provenance (2022)

BDP_Provenancelnformation

BDP_ComputationalEnvironment

+ operatingSystem: FreeText[1]
+provenanceUnit\|/1..* + hardwareSpecs: BDP_HardwareSpecType
+ localeSetting: BDP_LocaleSettingType[0..1]

BDP_ProvenanceUnit ’T + tmeZone: ITU-T X.680[1]
+  unitld: FreeText[1] +computationalEnvironment
@)~ storsdDate: ITU.T X.680[1]
Store | record | Record
+function |0..* data . provenance unit
BDP_Function BDP_Application reabrd
+dataset |1..* . +applicationInf — - *
Seluet 1 + t_mcn.mﬂ\t_ii FIHJES;[U o il canof o[+ applicationName: FreeText[1] Dat Update o | Provenance
BDP Dataset +inputData + functionName: FreeText[1 + installUn: URI [0..1] ata e - .
Eteiitd = +  description: FreeText[1] 1+ softwareVersion: FreeText [0..1] data o Keep A ur}lt
: ds_ld: FyeeTcxl[l] + inputParaValue: FreeText[0..*] +  description: FreeText [0..1] keep’l,' provenance unit ',",.“ rem'eve
+ : .. clete . . 0 S 1
+followedFunction 0..1 1-|:'|L ,_’::(_)r-n})ln_c. Combine . g "' Retrieve
b provenance unit provenance
delste information
+datasetMetadata | 0.1 +responsibleParty | 0.* - Data operation u Delete i

BDC_DataResource provenance unit

Y.3603::BDC_Dataset

+contactPoint provenance operation

Y.3603::BDC_ResponsibleParty

0.* —_

Data status change

ITU.T Y.3603, Conceptual model of metadata Related provenance operation

+hasRelation 0..* for data catalogue

«dataType» «dataType»

BDP_LocaleSettingType

BDP_HardwareSpecType

+ language: ISO 639-1 [0..1]
+ country: ISO 3166-1 [0..1]
+ encoding: FreeText [0..1]

cpulnfo: FreeText[1]
memorylnfo: FreeText[1]
storagelnfo: FreeText[1]
accelerationlO: FreeText [0..1]
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ITU-TY.3602 Big data - Functional requirements for data provenance (2022)

______________________________________________________________

[ e e e e e . e e em e e e e e e e R R e e R R e e M R MR e e R e e R S e e e e e e e e e e e e e e e e

Provenance unit of Data d

-
—
-

I
: : ! 1 ! |
! : - !
Lo ResponsibleParty ! : .
1 ] |
) : Company:... | ! : i
D Person in charge: ... : ! ; !
[ Contact info:... I X z '
I
i ! E | CFf)mputatlonill !
- . - | nviornmen .
i | Computational BD_Pro;gg;mceUmt : ! yre——— !
| | 2 | P |
o Enviornment U : ! OS/version:... -
1o H/W description:... m————— ! . SolutionName.... h
: | OS/version:... = N : | : |
s SolutionName..:... Function 1 o | I L
Lo \:\ ! BD ProvenanceUnit ResponsibleParty : |
I
: : : \ : #002 Company:... : :
: : Function 2 | : _\i_/ _____ Personin charge: ... : :
Lo ! - = = 4 Contact info:... i
Lo R '
[ b
L !
. |
' + Provenance unit of Datac ~  T~=---- ||
| X
| . |
| ! |
| |
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ITU-T Y.3603 Big data - Requirements and conceptual model of metadata for data catalogue

+hasRelation "
BDC Record BDC_Catalogue 0”-| BDC_ResponsibleParty
= +record R 7
+  title: g divids : FreeText
+ modifiedDate: ITU.TX 630 (<@~ litle: FreeText E “aﬁtiog:mef;egm
+ issuedDate: ITU-T X680[0.1]|%° | “““P“";_“ F'T"n[’g ; . ,> p‘;:‘“z‘.(.m\,m e
+ language: FreeText [0..1 i - i 1ty 23
+  versionlnfo: FresText [0.1] | P onsibleParty |+ function: FreeText

+ contact: BDC_ContactType [0..%]

T

+contactPoint

( 0.® -dataResoug 1.® .
+dataQuality & Domai +usageDomain
P 1. 0.* BDC_DataResource
F BDC_DataQuality —— + title: FroeTeat BZ;C_E oma:tz.\'pe count
(‘ + qualityRequirement: FreeText —Jomain +  description: FreeText (phonNumber + address
: i n + onlineResource +
+ unitOfMeasure: FreeText + title: FreeText hoursOfService) > 0
+  qualityResult: FreeText +  taxonomy: BDC_TaxonomyType [1..*] SI0E)
TU RT L E + comment: FreeText [0..*]
«DataType»
BDC_ContactType +hasRelation
+ phoneNumber: FreeText [0..%] BDC Dataset 0
+  address: FreeText [0..1] =
+  onlineResource: URI [0..%] + keyword: FreeText [0..*] BDC_DataService
+ hoursOfServices: FreeText [0..1] + temporalCoverage: FreeText [0..1] s T
+ updateFrequency: FreeText [0..1] 0. +  endpointDescription: URI
+serveDataset
«enumeration» o
BDC_DataTypeCode +distribution | o =
Attributes +serviceRight
+ STRUCTURED BDC_Distribution 0.1
+ SEMI_STRUCTURED
s/ + dataType: BDC_DataTypeCode i
+ UNSTRUCTURED ) - - . BDC_DataRight
+ format: FreeText +dataRight = e
+ byteSize: int |@p—————>{ + rightsStatement: FreeText [0..1]
DataType + accessinformation: URI 0.1 + license: URI[0..%]
« » . -
BDC TazemomyType sampleData: URI [0..%]
+ taxonomyDomain: URI
+ taxonomyValue: FreeText
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Data life cycle and Data ecosystem are changed.

Support to {Reuse, Share, Find} data fit for

Data model, format ; .
user's requirements

Interface Realtime measurement of the context based
data quality

Management within organization

Trustworthiness of data

Data quality for single application

Personal data vs. Privacy

26
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