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“Digital twins were anticipated by David Gelernter's 1991 
book Mirror Worlds.”

“… the first practical definition of a digital twin originated 
from NASA in an attempt to improve the physical-model 
simulation of spacecraft (or rocket) in 2010 …”

“… called the ‘digital twin’ by John Vickers of NASA …”

An Early Digital Twin Concept

David Hillel Gelernter (Oct. 1991)



“A digital twin is a virtual representation of an object or system that spans 
its lifecycle, is updated from real-time data, and uses simulation, machine 
learning, and reasoning to help decision-making.”
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“A Digital Twin is a virtual copy of a physical asset that incorporates real-
time data captured via sensors. By integrating a multiphysics simulation 
model, IoT, and machine learning, a Digital Twin can enhance the product.”

“A digital twin is a digital model of an intended or actual real-world physical 
product, system, or process (a physical twin) that serves as the effectively 
indistinguishable digital counterpart of it for practical purposes, such as 
simulation, integration, testing, monitoring, and maintenance.”

“디지털 트윈은 객체 또는 시스템의 가상 표현으로, 생애주기 동안 
실시간 데이터로 업데이트되며, 시뮬레이션, 기계 학습, 추론을 
사용하여 의사 결정을 돕는다.”

“디지털 트윈은 물리적 자산의 가상 복사본으로, 센서를 통해 수집된 
실시간 데이터를 통합한다. 다중 물리학 시뮬레이션 모델, IoT, 기계 
학습을 통합하여 제품을 향상시킬 수 있다.”

“디지털 트윈은 실제 세계의 물리적 제품, 시스템, 또는 
프로세스(물리적 트윈)의 디지털 모델로, 시뮬레이션, 통합, 테스트, 
모니터링, 유지 보수 등의 실용적인 목적을 위해 물리적 자산과 구분이 
되지 않는 디지털 대응체로 기능한다.”
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- Several significant human errors have 
occurred in the past year

- This is not a new phenomenon.
- How many incidents go unreported?

- Automation performs tasks:
• Faster
• More reliably
• With fewer errors

- Automation can amplify the 
consequences of an error, potentially 
increasing the damage.

- Key Questions:
• Can automation detect errors?
• Can automation effectively fix issues?
• Does automation solve the problems?
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- We can’t prove that automation is correct and error-free 
- But, testing can reduce common cause and thus the probability of error

Functional Tests

Regression Tests

Scaling Tests Real-world Tests

Generally done on a laptop 
or on a small laboratory network

These tests find the most bugs, 
corner cases, and weird behaviors
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- Aggregates critical data for 
analyzing the root causes of 
network failures, anomalies, 
vulnerabilities, etc.

- Suggest (or execute) 
remedial action!
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Scaling Tests Real-world Tests These tests find the most bugs, 
corner cases, and weird behaviors

Controlled 
Situation
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- Jérôme François (University of Luxembourg and Inria)
- Laurent Ciavaglia (Nokia)

- Autonomic Networking ( )
- Intent-Based Networking (IBN, ) 
- Coupling between AI and Network Management ( )
- Network Digital Twin ( )
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- A digital twin for networks can be created by applying 
Digital Twin technologies to networks, resulting in a 
virtual replica of real network facilities (emulation).

- A Network Digital Twin (NDT) is an advanced platform 
for network emulation, serving as a tool for scenario 
planning, impact analysis, and change management. 

- Unlike conventional network simulation, it features an 
interactive virtual-real mapping and a data-driven 
approach to establish closed-loop network automation.

Reference Architecture of Network Digital Twin
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- Operational Data

- Instrumentation Data

- Data services to a Service Mapping Models
• fast retrieval, concurrent conflict handling
• batch service

Reference Architecture of Network Digital Twin
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- Functional Models
• models related to state monitoring, traffic analysis, 

security, fault diagnosis, quality assurance, planning, 
construction, maintenance, optimization and operation.

• used to generate information supporting network 
analysis, emulation, diagnosis, prediction, assurance, 
etc

- Basic Models
• network elements & network topology 
• used to reflect the basic configuration, environment 

information, operational state, link topology, etc. of the 
network and its elements

Reference Architecture of Network Digital Twin
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- It manages the session-based operation of the NDT, 
managing the life-cycle of these operations under the 
direction of associated applications 

- It monitors the performance and resource 
consumption of the NDT (including individual models) 

- It controls various operational aspects of the NDT, 
- configuration management
- performance management
- ecurity management.

Reference Architecture of Network Digital Twin
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NDT allows you to clone 
a network for …

… recreating a problem, and 
trying out fixes

… looking at the past, the 
present, the probable, the 
possible, the never-to-be

1. The nodes and links in the NDT 
are virtual
- A node in the NDT runs the 
same OS, control plane and 
management plane as a “real” 
node
- A link in the NDT is a virtual 
link that generally represents a 
“logical interface”

2. Traffic in an NDT is artificially 
created, typically by traffic 
generators

Nodes, Links, Traffic in an NDT
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The environment is under your control in a Digital Twin!

1. On a digital twin, you can simulate many faults under 
various conditions and learn

2. You can also run simulations faster to get behavior trends, 
thus start predicting

3. “What happened” analysis & “What if” scenarios
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A digital twin’s utility increases 
dramatically as its fidelity to real 

systems increases

Whether one is 
interested in …

Human Training (Education)

Machine Learning Training 
& Inference (Prediction)

DevOps-Oriented 
Certification

Network Fuzzing 
(Experiment)

Network Inventory 
Management

Data Generation

The results will better 
reflect actual behavior, 

the more faithful the digital 
twin is

However, fidelity comes at 
a cost

- One must target fidelity 
based on desired and 

potential use cases
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Augmented Reality Graph Visualizations
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CI/CD: Continuous Integration/Continuous Deployment

Network Digital Twin Network Digital Twin

Real-w
orld N
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AI Model




