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Wikipedia

“Digital twins were anticipated by David Gelernter's 1991

book Mirror Worlds.”
Real Space

&

“... the first practical definition of a digital twin originated
from NASA in an attempt to improve the physical-model
simulation of spacecraft (or rocket) in 2010 ...”

“... called the ‘digital twin’ by John Vickers of NASA ...”

_
= - - —\— -
Information
Process

[source] https://en.wikipedia.org/wiki/Digital_twin An Early Digital Twin Concept



IBM

“A digital twin is a virtual representation of an object or system that spans

its lifecycle, is updated from real-time data, and uses simulation, machine
learning, and reasoning to help decision-making.”
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IBM
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HPE (Hewlett Packard Enterprise)

“A Digital Twin is a virtual copy of a physical asset that incorporates real-
time data captured via sensors. By integrating a multiphysics simulation

model, loT, and machine learning, a Digital Twin can enhance the product.”

&

HPE (Hewlett Packard Enterprise)
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Wikipedia

“A digital twin is a digital model of an intended or actual real-world physical

product, system, or process (a physical twin) that serves as the effectively
indistinguishable digital counterpart of it for practical purposes, such as
simulation, integration, testing, monitoring, and maintenance.”
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“CIXE ERI2 2H MALl =228 M=, AlAE-, e

Ei*ﬂi =C|H ER)O CIXE 2=, *Igﬂﬂolﬁ, =g, HAE,

BUHY, X 24 50| A8HQI 82X S 9lsf 2a|H AHM T 720
= x| @ IR E ChSH 2 7|5t




&F
£ e
|

L‘"E-?—_'IE E.le EE'-l E Glt;bal ICT:Standards Conference 2024

02. X}=3} (Automation)

1. Enhancing Human Capability

[source] http://www.allcsn.co.kr/news/view.html?section=116&no=3246&category=117
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02. X}=3} (Automation)

- Automation performs tasks:
* Faster
* More reliably
* With fewer errors

2. Reducing Human Error

- Several significant human errors have
occurred in the past year

- This is not a new phenomenon. \

- Automation can amplify the
consequences of an error, potentially
increasing the damage.

- How many incidents go unreported?

- Key Questions:
e Can automation detect errors?
e Can automation effectively fix issues?
* Does automation solve the problems?
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03. HIAR (Testing)

- We can’t prove that automation is correct and error-free
- But, testing can reduce common cause and thus the probability of error

1. Testing's Role

2. Types of Testing

Functional Tests

Generally done on a laptop
or on a small laboratory network

P—

894 Regression Tests

Scaling Tests } These tests find the most bugs,

corner cases, and weird behaviors
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04, 215 X|s (Al) :
- o o Al-based Network Management = Full Automation
HEHS sH 2d
1. Al's Role e
HESS o X5y aed
Ealm My M gl , - g;:@—.o " 0|54 &2
- Aggregates critical data for ot o HS (e Oeiofeee) =eh #a|
analyzing the root causes of Atet A o S‘ﬁg"@ - X 58 X
. . gg/isetold
network failures, anomalies, S =93 3t
_ TP S MH| /DB
vulnerabilities, etc. -
3
- Suggest (or execute)
SDN Orchestration
o 0| E{ , 4%
(Data) (Configuration)
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2. Limitation of Al's Role

[a¥Wa¥al
Jd I I

a—’. . These tests find the most bugs,
! Scaling Tests Real-world Tests , ’
; corner cases, and weird behaviors
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O1. IETF NMRG (Network Management Research Group)

1. Goal: HISRIS 2] U 20 PAE 478 STet
M22 ol2 o e Ee gTstel YEYI B2y

(@]
2. Creation: March 14, 1999 e

66th NMRG Meeting

3. Chairs Jérébme Francois (University of Luxembourg and Inria) e

- Laurent Ciavaglia (Nokia)

4. Charters | aAutonomic Networking (X}& HIEXZ)

- Intent-Based Networking (IBN, 2| 7|8t | EXZ)

- Coupling between Al and Network Management (Al2} H|EL 3 2t2|)
- Network Digital Twin (H|E$|3 C|X|& E L)
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O1. IETF NMRG (Network Management Research Group)

Future Meetings

1. Documents 2. Meetings| veens Materials
RFCs (6 hits) IETF 121 2024-11-07 22:00-00:00 KST E m
REC 9315 23 pages 2022-10 Informational RFC IETF 121 2024-11-09 00:30-02:00 KST m m

Intent-Based Networking - Concepts and Definitions

RFC 9316
Intent Classification

35 pages 2022-10
RFC 8316 16 pages 2018-02
Autonomic Networking Use Case for Distributed Detection

of Service Level Agreement (SLA) Violations

REC 7575 16 pages 2015-06
Autonomic Networking: Definitions and Design Goals

REC 7576
General Gap Analysis for Autonomic Networking

17 pages 2015-06

RFC 5345 23 pages 2008-10
Simple Network Management Protocol (SNMP) Traffic
Measurements and Trace Exchange Formats @

Informational RFC

Informational RFC

Informational RFC

Informational RFC

Informational RFC

Active Internet-Drafts (2 hits)

draft-irtf-nmrg-network-digital-twin-arch-07 34 pages 2024-09-
Network Digital Twin: Concepts and Reference 26
Architecture

I-D Exists
Active RG Document :
Informational

drart-irtt-nmrg-green-ps-0s 34 pages 2024-06-
Challenges and Opportunities in Management for Green 28
Networking

I-D Exists
IRSG Review :
Informational

Past Meetings (within the last four years)

Search
Meeting v
interim-2024-nmrg-03

IETF 120
IETF 120
interim-2024-nmrg-02
IETF 119
interim-2024-nmrg-01
IETF 118
interim-2023-nmrg-02
IETF 117
IETF 117
interim-2023-nmrg-01

IETF 116

Date v

2024-10-08 19:00-21:00 KST
2024-07-26 05:00-06:30 KST
2024-07-23 07:30-09:00 KST
2024-06-25 19:00-20:00 KST
2024-03-22 08:30-10:30 KST
2024-02-06 20:00-21:30 KST
2023-11-10 21:00-23:00 KST

2023-10-20 21:00-23:00 KST
2023-07-28 09:00-10:00 KST
2023-07-26 09:00-10:00 KST
2023-05-10 06:30-07:30 KST

2023-03-29 15:30-17:00 KST

Materials
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Network Management C. Zhou
Internet-Draft H. Yang
Intended status: Informational X. Duan
Expires: 19 April 2025 China Mobile
D. Lopez

A. Pastor

Telefonica I+D

Q. Wu

Huawei

M. Boucadair

C. Jacquenet

Orange

16 October 2024

Network Digital Twin: Concepts and Reference Architecture
draft-irtf-nmrg-network-digital-twin-arch-08

Abstract

Digital Twin technology has been seen as a rapid adoption technology
in Industry 4.0. The application of Digital Twin technology in the
networking field is meant to develop various rich network
applications, realize efficient and cost-effective data-driven
network management, and accelerate network innovation.

This document presents an overview of the concepts of Digital Twin
Network, provides the basic definitions and a reference architecture,
lists a set of application scenarios, and discusses such technology's
benefits and key challenges.

draft-zhou-nmrg-digitaltwin-network-concepts

draft-irtf-nmrg-network-digital-twin-arch
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02. Digital Twin Network: Concepts and Reference Architecture

1. Network Digital Twin (NDT)

- Adigital twin for networks can be created by applying I N
Digital Twin technologies to networks, resulting in a | Instance of Network Digital Twin |
. : e : EESEEEEE RO E P e TP PR CESCEEEEE s
virtual replica of real network facilities (emulation). | | | Service Mapping Models | | |

input | | [ + | | | output

L. . . interfaces | | Data +---> |Functional Models | +---> Digital]| | interfaces
- A Network Digital Twin (NDT) is an advanced platform | ------- > | | Repo- | | #e-emtemocAoeo-- e || Twin | [ee--e- >
. . . k
for network emulation, serving as a tool for scenario A SRS SRR B G
planning, impact analysis, and change management. | <---+ | Basic Models | <---+ |
| | ] e o |
| #---mmm-- + o e + Fommm - + |
- Unlike conventional network simulation, it features an T i
interactive virtual-real mapping and a data-driven Reference Architecture of Network Digital Twin

approach to establish closed-loop network automation.
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02. Digital Twin Network: Concepts and Reference Architecture

2. NDT Reference Architecture
Data Repository

- Operational Data
¢ HIEQI CHAE A 2Y
PR
o AREX M| +2f X|5 ARt
«  AARJIE AlZH(uptime)
- N2 St ds
- Instrumentation Data
« CPUALEE, M| A8
o AAR 2 M AH|F
- FH|2| E e, RO H|0]H, 27 HYE
«  AAR L EROA RI4SH= O|HIE, ETHXHM
- Data services to a Service Mapping Models
» fast retrieval, concurrent conflict handling
* batch service

+---’-----\- ----------------------------------------------- +

| 7 \ Instance of Network Digital Twin |

| I+ -------- ) Fomm e e e e e mmm e m e —— = + o - + |

| I | |\ | Service Mapping Models | | | |
input |, | [V ] e + | | | output

interfaces | | Data  +-}-> |[Functional Models | +---> Digital]| | interfaces

------- > 11 | Repo- || | 4t A | Twin | [

[I | sitory Iy | | | | | Network| |

I | | mmmeeveeeeereeeeee || Mgt ||

[\ ] <--+ | Basic Models | <---+ | |

IR\ I e fo |

| 1\- ------ 4 R + S - + |

________ 4 e

+ < A +

Reference Architecture of Network Digital Twin
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02. Digital Twin Network: Concepts and Reference Architecture

2. NDT Reference Architecture
Service Mapping Models

i —— D . B +
- Functional Models : // Instance of Nefwork Digital Twin :
. . ) . Fommm e m - + Fpmmmmmmm e mmmm—m————— = -\I— o - +
* models related to state monitoring, traffic analysis, | | i Sexvice Mapping Models |y | L
security, fault diagnosis, quality assurance, planning, input | | I + 1y | | output
. . .. . . i o i ---> Digital i f
construction, maintenance, optimization and operation. | *"t¢¥feces : : SR IT [Functional Models | i : :_fr_‘f‘fffces
* used to generate information supporting network | | sitory | | | | |I' | Network| |
analysis, emulation, diagnosis, prediction, assurance, . S AR LT Mgmto ||
[ <-4 | Basic Models | L--+ |
etc | I M s |
| #---mmm-- + +---\- ------------------ + Fommm - + |
+----------------------\-:--_---—--,--/- -------------------- +

- Basic Models
* network elements & network topology
* used to reflect the basic configuration, environment
information, operational state, link topology, etc. of the
network and its elements

Reference Architecture of Network Digital Twin
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02. Digital Twin Network: Concepts and Reference Architecture

2. NDT Reference Architecture
Digital Twin Network Management

e N

- It manages the session-based operation of the NDT, | Instance of Network Vigital Miin |

managing the life-cycle of these operations under the T || service Mapping Models | o1 N
direction of associated applications intentaces | | bata 1ot romceionsn modere | 1L bigiear] | | smeentaces

------- > | | Repo- | | #e-eetemeoAeecoce | D Twin | [eeeeee

- It monitors the performance and resource AT S S I‘: e 11

consumption of the NDT (including individual models) : : | | IBasuModelsl |\v :I :

[ T b oo L GEECEEE I

- It controls various operational aspects of the NDT, T N

- configuration management Reference Architecture of Network Digital Twin

- performance management
- ecurity management.



HIEL3 C|X|2 ELI = (IETF NMRG)

. . . . | l
02. Digital Twin Network: Concepts and Reference Arcl o
— | |
: J|r _____________ T Network Controller :
3. NDT Use Case : : Trizzizzion : :
[ | |
O ...............
OIHIE J|Hl NDT 28 e |
Outer Loo

- "I RO OIBIER MYE 2 MH|AQHANZ BHE MHAEMZ || 0 T e
i i o e I | I [
o| AXIE UX|6t1, 2HEE WXIE 2tl517| lst 2 H s{AXM S H|okst, | | A e e C
=of, D sEMS HIEHI0 HEot= 23S 873 A R I
| | | [ | NDT | [ 1
- NDT LHO|A{| o|2{st s{A*M = A= nPH 2 "L " £ I0]| 2| =6HH, 07| A e | |1 Data || Wodets] | WOT bl | |

u [/4 e e e e Mgmt
NDT= 714 S210j|A{ “MHEHIA" odstS G510 TAH A SEXM S A|ototn O || Service Data | | [veeceect dmceeent st | ] |
S| Z2X40| AH|A0]| O|X|= Hek= T} S T Lo
|+ -------------- B + | |
| | e ||
- 0] 2PY2 Tt AR| 2 sAMO| LI= l[H’JffI HIZE £~ O, 0f3{ 8tF 0|2 | | | oreestration |||
MEHEI SHAM2 Q|8 2ol FEE|0] AdsH, A S
| |
NDTE AF2510 714 S2H0|A X|Xgt 2|0 E SHAMS HIEXHO |7

E &J_l_' 1 -6H;E:I*_I'II% —g—%' *IéEéIQ_I EI'% QE-I'*-IQI'EI_I *o-l 9-_+_0-" x_"_g_ :Data Collection Control:
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01. NDT Application Scenarios

- Human Training (Education)

- Machine Learning Training & Inference (Prediction)
- DevOps-Oriented Certification

- Network Fuzzing (Experiment)

- Network Inventory Management

- Data Generation
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02. NDT + Al + Testing
— Nodes, Links, Traffic in an NDT

NDT allows you to clone
a network for ...

The nodes and links in the NDT
are virtual

- A node in the NDT runs the
same OS, control plane and
management plane as a “real”
node

- Allink in the NDT is a virtual
link that generally represents a
“logical interface”

Virtual Network

.. recreating a problem, and
trying out fixes

Traffic in an NDT is artificially
created, typically by traffic
generators

... looking at the past, the
present, the probable, the
possible, the never-to-be

[source] https://www.researchgate.net/figure/Data-center-network-using-OCSs-and-ToR-switches_fig1_266255576
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02. NDT + Al + Testing

vt Netwerk The environment is under your control in a Digital Twin!

On a digital twin, you can simulate many faults under
various conditions and learn

You can also run simulations faster to get behavior trends,
thus start predicting

“What happened” analysis & “What if” scenarios

Server Rack

[source] https://www.researchgate.net/figure/Data-center-network-using-OCSs-and-ToR-switches_fig1_266255576
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03. Fidelity

A digital twin’s utility increases
dramatically as its fidelity to real
systems increases

Whether one is
interested in ...

Human Training (Education)

Machine Learning Training
& Inference (Prediction)

DevOps-Oriented
Certification

Network Fuzzing
(Experiment)

Network Inventory
Management

Data Generation

Global ICT Standards Conference 2024

The results will better
reflect actual behavior,
the more faithful the digital
twin is

However, fidelity comes at
a cost

- One must target fidelity
based on desired and
potential use cases
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04 . Network Visualization -

LINK NAME: 1-2

I RTT: 200 ms

- Help users better understand the internal structure gt
of the network, and mine valuable information
hidden in the network
* Network topology visualization
* Modelling visualization
> Increase the interpretability of Al models.

- Interaction methods
 The data query technology such as SPARQL to
express queries across diverse data sources
* Visual dynamic interaction: direct interaction, focus
plus context interaction, relevance interaction and
immersive simulation; XR (AR, VR and MR) etc. [source] https://imld.de/en/research/research-projects/ar-graph-vis/

Augmented Reality Graph Visualizations
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05. Testing: “CI/CD" like Pipeline

Cl/CD: Continuous Integration/Continuous Deployment

Al Model A
CODE
B
COMMIT % QQ
B ®O—0—0- 00
BUILD UNIT |NTEGRATION
TESTS TESTS
&

CI PIPELINE

RELATED CODE

[source] https://solidstudio.io/blog/ci-cd-pipelines

Network Digital Twin

Network Digital Twin

f .

© B @

REVIEW STAGING PRODUCTION

CD PIPELINE
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