////D)}))

SISC 2

2024.11. 4"°"~6."

ELTOWER GRACE Hall 6F

(M) KpYICH Ok OHH CIX|S 0|24 2
C|X| = ™ AlCHe| Hot
H=E2E2AE HF9}

[0
—I'grO

1T Starndardde cand Intellactiial Propnartv ®

inciusive innoevdation

52 (@) mnigweses (@) ssy == (@) suomess FTA 1TP KEA —iista ETRI

ot B

| T

A



GIST 2024
Global ICT Standards Conference 2024

1. N|EEAE H|ZA
2. NEEZAE o= 8l X HEE Y
T8

3. N2eE1AE

4. ITU-T SGT

i 3
NEZEEBAE E3| 24

8
g
L
N
o

6. =M ETZ

7.1TU-T SG17 &= =7 A=l (¢h
8. 29| A A[AHH



GISC 2024

HM=2EZAE H| A




(BAHR MAH 2| StA| 3 212 CHEXQI AJO|H FSHALLD)

CIX|E gt 7158t
(HEXTZA &)

712 AX R CHS}

U LES|T M2l 01512

(|71t OIT210f 218)

SHMR=7 IR HENT

DRI B0 OfRI2

Microsoft confirms Lapsus$ breach
after hackers publish Bing, Cortana
source code

‘PR S T AR 10K ST A A R ol

- IR SRR 7Y
R - 4ER EOE S

S LABSUSS 32(2022)

+ MS, Nvida, SEL A4S 328 7121 LIS 21 3
IR ER Y B 2 SU LT S BU T

-+ REE 32014, SIM AL S8 S5 T HEt &
5 S VPN B4, 3PS ARSI0| 92 A WS,
SQYERELEN

S2HEmoI2IRlTHeI0 52 2021)

« 0|z 2|0 SR 2SN, S2UAN0|Z24O1 299
Of 2% 42 ALY Of]

« D] 85 U AR 46% HRSI= SRUAAHS
o0 SFXY A IS LSS

I

m B @
In
s 00

(EXN: NZEZAE 7I0|EEIQ1 1.0 Q& W7 HEE, 2023.06)

GISC 20244 - {|IZERAE BEZE 7

GISC2024

SPERER R ER LI
3t ChEBH MY EOFE B (10T, B,
WY 22 5)

AR XLQ} ClHfO| 22| S71E QI3 2 AHsH
A3t [a| 5 2t xZ|0| AfO|H B O BHa|7}

|2 HofjAlD G2 WHEX &2 or HTt
=SF S AAEQe AEH Mz HA S{™ES
0| 25l= HE}7l 57}

™2 (2024.11.5)



%;lj;” 7||:||_|- O|—O| |__”EO — __I_Lg O:” GISC 2024

O ZH 7| sk
= 2F SAXH7| Y HESIO| KM ASHK
BSIE 2 KTt MEX 0| pol
- C}OFSH 0404(0IE1 S OH|2A o A2E S Qe

O_I, AAI_

o of, AHo| S0 AA)0| vpN A O[E0[2}

INTERNET TRUSTED PRIVILEGED
2 LYot SXHE Soll E=
QO QUM B
D tg‘§|-|:£|h |DS/|PS q —|_ Internal Services
D DMZ Remote Office I—» l-lJ
- Hsto| ROIEI | EI QIEU ALO]Of S ‘
_7I_EXH -6|-E % (ll:I Mobile Devices _L Iu
- 7 H =) e
22 527, vpn A0 E90) - —| | II
Q ME[HEZA P
. ntrusted Clien Application Services
. LIS A2, O Z2|H 0| M MH|A ®
4 Privileged | *LB: Local Broker
= Hol=2®, 2= AHeE HEYots e WE
NEa1=)




GISC2024

—r
ot

B

jod

.@

S| 2D

(A 7| 2otz ol

e s Eajmof s

SE=2N e

Q| F0|A 25}

UNTRUSTED

@)
4N}
=
2]
=
(04
=

&

EOl
O_

XDR

7

SIEM, SOAR

o} 71 3} 31

RCE

Kfo
0{0
O
oI

ofru
=

<
Il
<

o
o

2las QR =0 O

(EX: MZEZAE 7I0|EEt21 1.0 2=, N7|HEE, 2023.06)

=r (2024.11.5)

GISC 20244 - H|2ZE &




HNE EXAE OF7|8IH 22 94 GISC 2024

XA AH re)
Never ... always \ec’\\ W VISIb:IIty v, N e i ?_'I o|_|'
: (A
trust... verify Q@ E o . C Hl'olﬁ ?:_!%
e —) A G
@9 = e — g D = CHE22 2T (VFA)
Joy e ) booed onicerty —— = OO ZA= MOHE
and context 606 : L —
People Workload
. DL|EZ

v

Least Access : . Multi-Factor
Previledge Device Validation Authertication

Microsegmentation Monitoring

(EX: https://www.privacyaffairs.com/zero-trust-network/)
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Foundation of Zero Trust

Network / Environment
Application Workload

Visibility and Analytics
Automation and Orchestration
Governance

(Source: CISA)
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- Policy Information -
Points (PIPs) '

( Policy Decision \ / \
- Supporting Components
Point (PDP) _ pporting p
I(3). Information needed to -~ ~
approve/deny access request
i . i i < > ICAM
I(N): Initial Connection Policy Engine(s) (PEs) | |« > ‘& |
: : S(B)/R(B). Informati ded Y
S(X)' Session Management Policy Administrator(s) tc() c)énfci:uanll;g':lJ::el:aeciess ( -~ A
R(X): Resource Management & (PAs) < > -<\- Endpoint Security
|(4} \L |- y
+ Allo-w/ S(AKR(A}'“ S(C). Continue/revoke/limit 4 M
deny requestsf?s:; session access Security Analytics
1(2). Info needed access

needed to

to verify subject R(C). Revoke/limit resource

periodically ~
and its endpoint access E

verify subject, Data Security
resource, and

y
vy endpoints ¥ ¥ \\ _//
Control Plane / 77_3\ _______________________________________________

Data Plane

I(1). Initial access request Resource

(identity and credentials) PO'ICV Enforcement R(1). Authenticate and validate resource

4 R - o
Point(s) (PEPs) | ] §
w @ T LI L L I L LI L LI LI -.........1{.5.)75;_;;;;......................p ) :IO
User < :\ j( > §

Endpoint /' S(D). Periodic reauthentication R(D). Periodic resource reauthentication \. /
challenge/response and endpoint challenge/response and endpoint hygiene
hygiene verification verification

Lt

(source: NIST-1800-35)
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= ITU-T SG17
= Zero Trust as new and
emerging technology

= WH, Executive Order on Improving
the Nation’s Cybersecurity (May 12,
2021)

= Sec. 3. Modernizing Federal Government

Cybersecurity including advancmg zero trust
architecture.

= UK NCSC(2023.12)
= Zero trust architecture
design principles

= MSIT/KISA, Zero trust guidelines 1.0

/ (July 10, 2023)

L = Fundamental principles, Access control

¥ principles, Adoption reference model, etc.
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U Contents MAY 12, 2021
" Section L Policy Executive Order on Improving the
=  Section 2. Removing Barriers to Sharing Threat Information. . , .
f Sec.3. ClEt A AfO|H] EOHSIC}3} Nation’s Cybersecurity
- gtCI)I- IO-I_I?I_E '?_l-él;lo-" EH-CZI- gHOI- XO-l_l?l_g-l 7|-A|AO-|% _LI?O|E % A|-O||:|-| EOI_}-O-" Cfi » BRIEFING ROOM ) PRESIDENTIAL ACTIONS
Chot M2 YAl titol7| flet 284 el =X & o of 2
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— O EFE = Eer 2 H AR S MBS M2 ES{AE OFF|HX 2 LIOt7t0f
=  Sec. 4. Enhancing Software Supply Chain Security
. Sec. 5. Establishing a Cyber Safety Review Board

. Sec. 6. Standardizing the Federal Government’s Playbook for Responding to
Cybersecurity Vulnerabilities and Incidents.

. Sec. 7. Improving Detection of Cybersecurity Vulnerabilities and Incidents on Federal
Government Networks.

=  Sec. 8. Improving the Federal Government’s Investigative and Remediation
Capabilities

= Sec.9. National Security Systems

. Sec. 10. Definitions

(Source: https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/)
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A DoD Information Enterprise secured by a fully
implemented, Department-wide Zero Trust cybersecurity
framework
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o nderstan atto “Do
I E." OI:! _(?__I 5_ AgreeTo Trust Needed

D = E 1. Zero Trust 2.DoD 3. Technology 4. Zero Trust
= WW r:/?/t‘ll Cultural Adoption Information Acceleration Enablement
e VWi ; Systems Secured
1= AE O8 ol . A Zero Trust security Zero Trust-based DoD Zero Trust
. X-" E —_— FI—-I _—— T'__—Q—l' E H Achieve framework and & Defended‘ technologies deploy || execution integrates
. mindset that guides DoD cybersecurity || at a pace equal to or with Department-
n —_l'L o] AI A % H o|_|' Eltl %l' O'I the design, practices incorporate || exceeding industry level and
development, and operationalize advancements to Component-level
ﬁﬁ#ﬁ;—iﬁ"ﬁﬁ%ﬁh integration, and Zero Trust to remain ahead of the || processes resulting
= il — — =2 O deployment of achieve enterprise changing threat in seamless and
information resilience in DoD environment coordinated ZT
I IE E E'l AEE Al -51 -6-" = HiEH technology across i i = ti
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D 1 = == = =5 the DoD Zero Trust "
- H4l, 0bR2(X], 214, 013, mg
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- IO-I X_II-I’ 7:” g!, xl.g.’ OI_|_JI\_’ PMO, ... % How Workload Interoperszlllty
We 3.4 |deation /
Realize Innovation
That
Value

1.2 Outreach 2.2 Device 3.2 Architecture 4.2 Programming

4.3 Planning

1.4 Workforce 2.4 Data 4.4 Funding

Objectives

2.5 Network &
Environment

1.5 Training

4.5 Acquisition
2.6 Automation &
Orchestration

2.7 Visibility & 4.7 Zero Trust
Analytics PfMO

4.6 Performance

(Source: DoD)
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SDO/group Items content Status
ITU-T SG17, Guidelines for zero-trust (ZT) based access control platform (ACP) in .
. Published
ITU-T TR.zt-acp telecommunication networks
ITU-T SG17 o . . . o
ITU-T SG17, Guidelines for high-level Zero trust model and its security capabilities in
. Under development
ITU-T X.ztmc telecommunication networks
e SP 800-207 Zero Trust Architecture Published
SP 1800-35 Implementing a Zero Trust Architecture Under development
TR 33.894 Study on applicability of the zero trust security principles in mobile Published
3GPP SA3 networks
TR 33.794 Study on enablers for Zero Trust Security Under development
I[EEE WG on zero IEEE P2887 Recommended Practice for Zero Trust Security Under development
trust security
(established in IEEE P3409 Standard for a Zero Trust Security Framework Under development
February 2024)
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3GPP-3GPP A2 EZAE EF H?

NSSF NEF NRF PCF UDM AF EASDF

/

nssf Nnef Nnrf Npcf Nudm Naf Neasdf

>“ 3GPP Scope

\

7>Nﬁ$§mzf\ Nausf Nanf | Nsmf Nnsacf

NSSAAF AUSF AMF SMF SCP NSACF

N2 N4
N1 |deal

Scope
:
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(Source: TS 23.501, Figure 4.2.3-1: Non-Roaming 5G System Architecture)
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INTERNATIONAL TELECOMMUNICATION UNION¢

TELECOMMUNICATION.
STANDARDIZATION-SECTOR¢

STUDY PERIOD 2022-2024<

Question(s):<  All/17¢

SG17-C234<
STUDY-GROUP-17<

Original: 'Englishé( -

Geneva, 21 February—3 March-2023<
CONTRIBUTION<’ ‘

Korea (Republic-of)«
Proposal-for'SG17’spotential hottopics for the next-study-period (2025-2028) < <

. .
Source:«

Title:<

Contact:<’ Heung Youl Youm!| :
Soonchunhyang University!

Korea (Republic-of)<’

Heung Ryong-Ohl
TTAL
Korea (Republic-of)<

Sungchae Park!
Soonchunhyang University!
Korea (Republic -of)<

Juhee Kil
IITPL
Korea (Republic-of)<

Contact:<

Contact:<

Contact:<

K - Zero trust(ZT) architecture-or-Mesh security-as-an-industry’s-first-Zero-Trust-architecture- \
solution: Zero trust-is-the-term for-an-evolving set-of cybersecurity paradigms that-move-
defenses from static, network-based -perimeters to-focus-on users, -assets, and-
resources[NIST-SP-800-207]. This term-is-derived from the principle of “never trust, always-
verify”. It'is-designed to-protect-organization’s-data-and resources by using-strong
authentication'methods, leveraging network segmentation, preventing-lateral movement,

providing “least-access” policies.-Mesh ‘Security isthe industry’s first-Zero Trust Posture-
\ Management-(ZTPM) solution, providing real-time visibility, control,-and protection 'acrosy

GISC 20244 - NZEEZAE

A X AN 27

INTERNATIONAL TELECOMMUNICATION-UNION+

TELECOMMUNICATION/!
STANDARDIZATION-SECTOR¢

STUDY -PERIOD2022-2024<

SG17-C235
STUDY-GROUP-17<
Original: -Englishf

Question(s):<  All/17< Geneva, 21 ‘February —3 March2023<"

GISC 2024

CONTRIBUTION< °
) . &
Source:<’ Korea (Republic-of)<’
Title:< Proposal for-existing -or new ‘Question(s)-to-address ‘potential ‘hot topics: -
identified by the:CG-sgl 7-wtsa24-prep<’
: +
Contact:< Heung-Youl Youm!
Soonchunhyang University.
Korea (Republic-of)<’
. Existing or-
. = = . <
Hot topics Category Impact-on<| T Remarks
metaverse(immersive- NewQuestion- | —>Take:
virtual universe)security- IApplication/Sector]  Single- on-Metaverse- deliverables-
and PIT-drotections’ ty specific-area<’ Question<' | security-and PII from FG-on-
P protection<’ metaverse<’
Future network security- . . ) —In-line-with-
such-as 6G(IMT-for-2030- [*Pplication/Sectoy  Single: Q2 3GPP work:
. specific-area<’ | Question<’
and ‘beyond) security<’ progress<’
Software supply chain-
security-including-SBOM- |Fundamental-core| Multiple- .
. : ; | New-Question- <
(Software ‘Bill of* area<’ Questions<’ Softy ]
Materials)< sg::lurio -c‘)/rérQeale
Fundamental-core| Multiple- ty
DevSecOps+’ . <
area<’ Questions<’
Zero-trust(ZT)-architecture-
or-Mesh security-as-an- Fundamental-core| Multiple- L
industry’s-first-Zero Trust- area<’ Questions<’ Q2.Q4,Q10< -
architecture solution<’

T HEF (2024.11.5)
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ITU workshop NIZEEHAE B#FED =T HQd 2o GISC 2024
(2023.09)

20234 82 ITU workshop on zero trust and software supply chain security

ITUEvents

Workshop on - A

Zero trust . . . ( )

tnd softwaresupply _->€SSion 1: Takeaways and suggestions (1/3

chain security - Takeaways and conclusions Suggestions to ITU-T SG17

28 August 2023 Nt

Sy Rt Ko « NIST released SP 800-207 Zero Trust Architecture // SG17 is developing TR.zt-acp, Guidelines fh
e (ZTA), which includes 7 tenets of zero trust. It's zero trust based access control platform in

suggested that the guidance in SP 800-207 needs to
be adjusted for 5G System.

+ The concept of Zero Trust, common understanding for

telecommunication networks, with introducing
zero trust to telecom networks.

Zero Trust, misconceptions and how to understand * More studies on zero trust in 5G system
the paradigm are elaborated. and telecom networks are welcome to
+  With the evolution of telecom networks, security SG17 in the future.
boundary is becoming vague, and traditional passive K /

static security defense methods are no longer
sufficient. Zero trust is a good approach to improve
identity management for O&M System in telecom
networks and to secure service access between
multiple clouds.

GISC 20244 - NEEZAE #F 7 T2 (2024.11.5) 24
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(Guidelines for high-level Zero trust model and its security capabilities in telecommunication networks)

INTERNATIONAL TELECOMMUNICATION UNION<

"\ TELECOMMUNICATION!
STANDARDIZATION -SECTOR¢

" STUDY ‘PERIOD2022-2024¢
Question(s):< 2/17<

SG17-C526¢
STUDY-GROUP17-
Original: English<

Geneva, 20 February--1 ‘March-2024¢

CONTRIBUTION¢

Source:<’ Korea(Republic-of.)<’
Proposal -for new work item-X.ztac:-Zero trust-architecture -and capabilities for-
telecommunication networks<’

Contact:<  Heung-Youl Youm!|
Soonchunhyang University)
Korea(Republic-of)<’

Contact:<  JunhyungParkl
Soonchunhyang University.
Korea(Republic-of)<’

Contact:<  Sungchae Parkl
Soonchunhyang University!
Korea(Republic-of)<’

Contact:<  Jaenam'Kol
Soonchunhyang Universityl
Korea (Republic-of)<’
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Abstract:<’ This Contribution proposes‘SG17 consider-establishing a new work-itemfor-

“Zero trust-architecture and ‘capabilities for telecommunication networks”-in-
Q2/17.¢
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Question:<| Q2/17¢ Proposed new ITU-T'Recommendation< Geneva, 20 February—1- <
March-2024¢
Reference: | ITU-T-X.ztmc: ‘Guidelines for-high-level Zero trust-model--and its security- <
and title:<'| capabilities-intelecommunication networks«’
Basetext:<'| Annex B-of‘this‘document <’ Timing:<" | 2026-09< <
Editor(s):<’| HeungYoul Youm, Korea(Republic: Approval- | TAP< <
Junhyung Park, Korea (Republic-of),- : process:<’ | <

Scope:(defines-the- intent-or-object-of the-Recommendation-and-the-aspects-covered, thereby indicating the-

limits-of-its-applicability): <
‘This-draft-‘Recommendation provides-guidelines-for-highlevel-zero trust-model in-

telecommunication-networks including its key areas-such-as-end-device(identity), network-
device, telecommunication network, -orchestration/automation etc. It-also-provides-security-

capabilities for-each ‘key-area. This high-level zero-trust-model-can-beused-as-a reference -model-

to-define various sector-specific-detailed zero trust- models. |

Use-cases for-various- industrysectors ‘such-as-[oT, smart-factory, etc., using zero-trust
architectures-are-described-in-Appendix..

Note: - The-scenarios-of network-device-to-network-device-communication are-out-of*scope.<
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(%X‘I: Baozhan Chen, etc., A Security Awareness and Protection System for 5G
Smart Healthcare Based on Zero-Trust Architecture, IEEE INTERNET OF THINGS
JOURNAL, JULY 1, 2021)

Data Plane Control Plane Data Plane

Data Access PKI Threat Industry Log
Policy Intdligence | C

(ZK: Shan Li, etc, Future Industry Internet of Things with Zero-
trust Security, Springer Link, March 2022)
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