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2 ( ) ûû R&D 

1        R&D   

1.̰ Ⱡ ⅝אַ ╪ר  Ṫ‒⁄Ἄ
2. /ר  ṪἍ╙  ר  Ṓʺ ┬ᵬ  ͙ὥ╙ ҵ ⁴ 
3.♬Ṩ R&D ̓Ⱡ ḛ̳╙ ּת∟
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ҍ « ҍ

02. ▐ ―⁫ ₒ ὶּ֥וₒ♅ҟ
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ҍ « ҍⱢₐ «1/3

02. ▐ ―⁫ ₒ ὶּ֥וₒ♅ҟ

03.
ʣ  ˌỆӱ

V╢ḅ : ̭ ̻■╢ ₂ ᴌ̐ ‗♅ ᶑ╖ ᶘӋ ̃ ᴋ  ̭╢ ͖ ὢᴌ(TS, Technology Strength) ăĄ ̫ Ḗ₂כ ѨἘ
VỢᾌ : CII(Current Impact Index) X ˝Ὕ

̰╥͙ὥᴏ

ʻ ᾔ͙ὥṊ ̰̰♠ ∟╬ ╬↔ˠὡ
ʻ ᾔ͙ὥṊ ̰̰♠ ∟╬ ˠὡ
♣ ˠַא ̰̰♠ ∟╬ ╬↔ˠὡ
♣ ˠַא ̰̰♠ ∟╬ ˠὡ

ʻ ᾔ͙ὥṊ ̰̰♠ ∟╬ ˠὡ

─ΰᴀᵲ ₱‐╤ȭ

V╢ḅ : כ כ ,ʷ ᾋצּ ┬┘♣ ╢ᶊḯ⅔ד  ѻ˾ʷ ͖ ѻ˾╩ x ╓ᴘ ѻăĄ כ  ѻ˾
VỢᾌ : ד⅔ᶊḯ╢ ͍ 3У(2017 - ͖ ╢┬ʷצּ ┘♣ (2019 ͉

╖Ϸ ▌ ▌ Ễ ▌▪
Ⱦ▪

 (G : ⁴ ʷ┬,   g : ʸצּ ͉ (ʹ̬ : ʷ┬,   nצּ ╢ʹ̬

V  ḅ̎ˉ͖ʹ(1У 6ˉ√) ̃ ᴋ

͖ ͉

2019У
┬┘♣ ᶊḯ⅔ד

2018У
┬┘♣ ᶊḯ⅔ד

2017У
┬┘♣ ᶊḯ⅔ד

2018У ♣┘ ּצʷ┬        & 2019У ♣┘ ּצʷ┬
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ҍ « ҍⱢₐ «2/3

02. ▐ ―⁫ ₒ ὶּ֥וₒ♅ҟ

03.

┌ ʈӲẃ

V╢ḅ : כ ͖ ♩ ╢ᶊḯ⅔ד  ὢṧ‎› Ҋ  Ҽ ֿשׂפҲ ăĄ ̒ כ ᾑҲ
VỢᾌ : AI(Activity Index)

═╘═╬◄░○░◄◐╘▪▀▄●

ʻ ᾔ͙ὥṊל⅝ᶍḲḓל⅝ ∟╬ ˠὡ
ʻ ᾔ͙ὥṊ♣ ˠὡ

⅝לᶍḲḓ⅝ל ∟╬ ˠὡ
♣ ˠὡ

VAI ˀ ╧ 1ṏѸ  ˼ →,  ᾑ͖ὢӦ› Ẉ  ừҊ♅ 
Ҽ╧ Ḙ ╖ ╢ḅ

V╢ḅ : ͖ ̃ᶴ Ḑ ̒כᴍ ʃ Ἁᵎ ╩↑  ˼ ᴍ Essentialityᵎ̒כ ,→  ̫ x שּ ╓ᴘ ѻ ăĄ ̫ Ḗ₂כ ѨἘ, כ  ̒ ᾑҲ
VỢᾌ : y  ᾑ͖ὢṇ ̭ ̭ ♅ ∙ ›Ἁ╢ כᶴἉ Ḑ ͖ ̃Ἁ ╩↑˝Ὕ

ử₆ ₆ẃ

V╢ḅ : ּש█ ̭ ʷὝʷ χ ╖Ὕᴙ ḵ↑Ἐ╖ ˄  x ╓ᴘ ѻ ăĄ♫  ♅↑Ҳ
VỢᾌ : ּש█ ̭ ʷὝ

ᾎ◑ ◑Ἓ
ᾔ͙ὥṊ♣ ὡʺ̰░בֿ

ᾔ͙ὥṊ♣ ˠὡ

в ╥Ể
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ҍ « ҍⱢₐ «3/3

02. ▐ ―⁫ ₒ ὶּ֥וₒ♅ҟ

03.

ʣ  ʾᴎ

ʣ  ʈỳ(┴ΰ)Ш

V╢ḅ : ̭ ╢ ♣┘┬╧ е╖Ὕᴙ, ̭ № ҊẈ ͖ ὢ˼◘ᴌ╧ е╕ x ╓ᴘ ѻăĄ ר⁮ R&D/כ
VỢᾌ : ♆ ̭ ̭ שׂ   ♅ ∙╩╢  ♣┘┬

      ̰╥ ͋ᶛ
ᾔ͙ὥṊ ̰̰♠ ∟╬╥ ˠὡ

ᾔ͙ὥṊ♣ ˠὡ

V╢ḅ : ̭ ̭ ♅ ̻■╢  ḉᵖ ở╧ּכ ֛ ѡ OA Ҋ╛˝Ὕʷ е╖Ὕᴙ ׂש⅔͖ὢᴘ ѻ ăĄ ר⁮ R&D/כ
VỢᾌ : ҆ Family Ὕ, ҆ OA Ҋ╛˝Ὕ

      ̰╥ ̕ᾔ ⅝אַ ҵ
ᾔ͙ὥṊ ̰̰♠ ∟╬ ө╥♣ Ḍᵙ ˠὡ

ᾔ͙ὥṊ ̰̰♠ ∟╬ ˠὡ

    ̰╥ ̕ᾔ ⅝אַ ҵ
ᾔ͙ὥṊ ̰̰♠ ∟╬ ө╥♣ ╞═ҍ╞ˠὡ

ᾔ͙ὥṊ ̰̰♠ ∟╬ ˠὡ
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ҍ « ҍᶾⱠ ҍ

02. ▐ ―⁫ ₒ ὶּ֥וₒ♅ҟ

03.

ẛầ   Ш

 ῪШ

V╢ḅ : NPE ṏ┘ ♫ ʷ ᾋ, NPE ͖ὢ╧ ♅↑Ӆצּ ┬┘♣  ♫ⱭởӦ› Ҋ   ἲἻ ⌐ Ҳʷ еῳּקѡ x ╓ᴘ ѻ
ăĄ♫  ♅↑Ҳ

VỢᾌ : NPE ṏ┘˝Ὕ / ♆ ˝Ὕ

      ἵἾ─ ҵ
ᾔ͙ὥṊ╝╟╔Ṓ┬ ˠὡ
ᾔ͙ὥṊ♣ ˠὡ

V╢ḅ : ♆  ∙˝Ὕ ҊẈ ‗Ὕ‗Ҳ╢ ᾏᾋ˝Ὕ Ẉ┬╧ е╖Ὕᴙ ҆ › Ҋ  ᾋ◌ ↑ʷ ʷ е╕ x ╓ᴘ ѻ ăĄ
♫  ♅↑Ҳ

VỢᾌ : ‗Ὕ‗Ҳ ᾏᾋ˝Ὕ / ♆  ˝Ὕ

      ↔ҵ
ᾔ͙ὥṊ‚ὡ‚ҵᾒᾎˠὡ
ᾔ͙ὥṊ♣ ˠὡ
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

02.



19

ὶּ֥ו

03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

03.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

ὶּ֥ו◄Ɫₒ♅ҟ04.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ « ṫ Ớ ṫₒ♅(1/2)05.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ « ṫ Ớ ṫₒ♅(2/2)05.

Å╩ּ̎קѨ  ṏῶ  ͖ὢ (┘ᵩ 1)̐  ̒ᴍ Ἁѡ  ♆  ̬ʹ›Ἁ 

Adversarial attack, target model, loss function ̐ ˆ╧ AI ᶘҥ 

■ › Ҋ  ̎˳̐ ̒ᴍӅ −ӢӦ╧ ᵡ╧ ӫ◌ ̃ ▐╘

Å ͍ 4У╢ −Ӣᵎ ṏᶑ, global model, local model ӫ╢ 

−Ӣ ӫ◌ ẊҲʷ еῳⱥἉ ṧỢӅ AI ᾋᾂ ›Ἁ╢  ᶘҥ 

ᾈ̐ ̒ᴍӅ ˉХӦ╧ ׂש⅔ .ѡ ˣ╓ᴘ ѻӇ▐ ̃קּ

ÅCountermeasure Sample, challenge sample ӫ −Ӣѡ ׂ̭ש 

∙›Ἁ ᵡ╧ ӫ◌ ᶏ AIᶘҥ╖ ̧בᾋ ѡ ̐♩›Ἁ ở↑ӄѡ 

ự  Ң╧ ₫ ̒ᴍӅ −ӢӦᴘ ѻӇ. ,לּ AI ᶘҥ╖ ̧ב ͖ 

⌐  ₓᵃᵎ Ḙỵᾋ ѡ sample Ң╧ ╢ ↑̐ ╧› Ҋ╛ ѡ 

͖ὢ⁴̬̐ Ḙ  ˣ╓ᴘ ѻӇ
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ -05.

Å IBM, Zhejiang University, NTT, Robert Bosch, UNIV XIDIAN,

UESTC,BAUIDU ӫ╧ דᴘ ⁭ ̃ ▐╘

Åׂ̭ש›Ἁѡ Zhejiang Ҋ , GUANGZHOU Ҋ , XIDIAN Ҋ ,

UESTC(ׂ̭ש ♆■ ̐  ͖ὢҊ )  ӫ Ҋ ╢ ∙╧ ᵭ→ 

Ḙ ⁭ AI ṏῶ ṧ‎›Ἁ Ҋ ╢ ⁴̬ Ҽ╧ Ḙ  ˣ╓ᴘ 

ѻӇ

Åד⅔ ∙╩› ̭ Ợ ף ╧⁴ ӄּק ῸῳἉ ῳּר╕ ̭ϼ 

˼◘ᴌ╧ ‏  ˣ╓ᴘ ѻӇ
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ « ₒ♅05.

Å╩ּ̎קѨ ṏῶ ͖ὢ(┘ᵩ 1)╢ ד⅔ ∙╩ʹ ╩↑̒˾ᵎ  

SNA(Social Network Analysis) ṧἊ╖ Ὕ  ˷̐, IBM, Zhejiang

University, NTT, Robert Bosch, UNIV XIDIAN╢  ͖ὢ╧ Ѹᵍ 

∙╩Ӧ› ╢  ᵡ╧ ╩↑ӄᶑἉ, И −  ᾑ╖ ╧ᴱѡשׂ ╢

ˣ╓ᴘ ϫ ϳ

Å IBM ╢  ͖ ὢ ╕  EQUIFAX, CRYPTOGRAPHY RESEARCH,

LEDGERDOMAIN ӫ  Ѹ‗  ͑║  Ḑ  ´  ̒ᴍ  ởӦ›˪ 

╩↑Ӈ

ÅZHEJIANG UNIVERSITY╢  ͖ὢ╕ ̭שׂ   ϼ  Ҋ Ӧ›˪  ѸὝ 

╩↑ӄ̃ ▐╓ᶏ UNIV XIDIAN╢ ͖ὢ╕ ׂ̭ש ϼ ♆■͖ὢ Ḑ 

Ң╧  ̒ᴍ ởӦ›˪ ѸὝ ╩↑Ӈ

ÅROBERT BOSCH╢  ͖ὢ╕  ủἘ♆■ , IBM ӫ ש⁭   ͏ᴘḳ 

͖‭Ӧ›˪ ╩↑Ӈ

Å╪Ṓ╢ Ҋ ♅╩ ᾍở╩ NTT╢ ͖ὢ╕ NEC, KDDI, FUJITSU₫ 

ˆ╕ Ѹᵍ ╪Ṓ ͖‭Ӧ›˪ ѸὝ ╩↑Ӈ



25

03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ « (1/4)05.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ « (2/4)05.

Å IBM╕ ӳ ╧  ӫ AI› ╢  ṆⱭӅ ᵎ AIᵎ ↑ ⁭ 

ˡּצ  Ὕ ▐ѡ ͖ὢ› Ҋ  ᵎ ∙ ̃ ▐╘.

Å , IBM ╕  difference vector ›  ͖Ḗ Ἁ  ᵾ ḅӭ„ 

╢ ṆⱭ ⁭ṥᵎ ˡּצ ѡ ᵎ ṏ

Å IBM╕ AI╢ ở↑ ■ › Ҋ  ͈♫ ḟḶ› Ҋ ἉҲ ᵎ 

ṏ ̃ ▐╘

ÅAI ϳ↑̐ ̒ᴍ ⁭ ӳ ╧   ӫ╢ ּצᾌ╖ ḟּק ͖ 

⌐  Ẅᴙ ╩ ͖Ḗ╢ − ᵞ  ḟᾌ› Ҋ ἉҲ ӫᴙ╧ 

╧ᴱ„ּש Ḓ ▐╘
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ « (3/4)05.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ « (4/4)05.

Å IBM, Robert Bosch ӫ╧ ♅Ҋ♅ ̎˳› Ҋ╛ ѡ ͖ὢ› Ҋ  

ᵎ ṏ ̃ ▐╘

Å♅Ҋ♅  ̎˳›  Ҋ╛ ѡ  ḟᾌ שׂ   ϫᴘ  ♩ừҢ╧  Ḑ 

♅Ҋ♅Ң╧ › ͖Ḗ ⁭ AIᵎ ᾈᾋ ѡ ͖ὢ╧ ▐╘

ÅѸᵍ ḟῶ╓ᴘ ӎ ╧ừ╢ AI ᶘҥӦ╢ ┘ởҲ› ͖ Ἁ AI

ᶘҥ› Ҋ  ♅Ҋ♅ ̎˳╧ ⱪѡּק ♩ ѡ ͖ὢ╧ ▐╘
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥1ו) Ӥ ᶾ⁫ «SEPs Ự05.

V ⅝ל ѫ ṒΌ⁄Ἄתּ̑╬  ͙ὥ♠ ╪ώөᴛ AI╥ ϶↔⁄ ӻᵐ ṉⱳӈ (e.g. Ӷ ╪   Ӯ)⁄ ҍ╞ Ѥ ͙ὥ ḓ 

ѫ ᶛҨ⁄ ҍתּ̑╬  ̑˶(e.g. adversarial attack)⁄ ҍ╞ Ѥ ͙ὥ╪ ▓╛

V IBM, NTT, Robert Bosch, BAUIDU Ӯ╥ ͙‰╪ ṕ Ṫ‒⁄Ἄ ҿ╪ ḛ ᶒ ַ̰א⁄ἌѤ Zhejiang ҍ , GUANGZHOU ҍ , 

XIDIAN ҍ , UESTC(ַ̰א ♣▫ ̓  ͙ὥҍ ) Ӯ ҍ ╥ R&D ḓ ∟ ҿ╪ ḛ

V ͐ ө‡ global model, local model Countermeasure Sample, challenge sample Ӯ╥ √ӥ Ӯ◑ ẍҵʺ иῷּ̆ת ▓╖ᶒ 

ױ╪  √ӥө╘ ַ̰א ∟⁄Ἄ ᵤ╪ ḛ˸ӊ. ѻὡ╥ ַ̰א ∟⁄Ἄ AI ᶛҨ╙ ̪ה ͙ ─  ₡ᵆᵑ ḛỸᾎ Ѥ sample 

ҥ╪ ╥ ↔̓ ╪⁄ ҍ╞ Ѥ ͙ὥ╪ …͕ӇѤ ˦╙ Ṗ ὡ ▓╛

V ┬ө╙ Ṓ ╥פֿ‚ ╪ѫ ṒΌ⁄Ἄ IBMתּ̑╬ ̆ ▓╛.  IBM╘ AI ϶↔⁄ ӻᵐ ╥ ṉⱳ ⁴Ṩᵑ AIᵑ ↔ ⁴ 

ˤּש Ѥ ͙ὥ, AI ϶↔╙ ♬ ♠╖ᴛ Ѿ Ѥ ͙ὥ ḓ ♠ҍ♠ ̑˶╖ᴛṨ  AIᵑ Ṓ Ѥ ͙ὥ⁄ ҍ  ᾔ ᵑ Ṓ

V ̰ ụ ⁷╘ ṕ Ṫ‒⁄Ἄ צ ⁄╬∟ ⅝ל Ӈּת ΏῷἌ  ˿☺ᴏ Ṓ₰╪ ⅝ . ̯ ♠╖ᴛ AI ᶛҨ╙ ̪ה ͙ ─  

₡ᵆᵑ ḛỸᾎ Ѥ ̑˶⁄ ҍ  Ḣ‡ ͙ὥ, AI ϶↔╙ Ѿ Ѥ ͙ὥ⁄ ҍ   ◑Ṉ╙ ̯ Ѥ ˦╪ ⅝ ѻ Ợᴮӊ
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥2ו) Ӥ֡ὶ( ♄℮ + Ṷ )⁫ « ṫ Ớ ṫₒ♅(1/2)06.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥2ו) Ӥ֡ὶ( ♄℮ + Ṷ )⁫ « ṫ Ớ ṫₒ♅(2/2)06.

Å̎͒ᵩ ṏῶ ͖ὢ(┘ᵩ2)╢ ♆ ̬ʹ ҊẈ ͍ 4У╢ −Ӣᵎ 

ṏᶑ , ̐˛›ѡ ד■   ӫ◌ קּ  Ὸ җ  Bios Firmware, Bmc

Firmware ӫ╢ −ӢӦ╧ ͍ ■ד ѡ ˣ╓ᴘ ϫ ϳ.

╧ѡ ≈„ ‭Ң╧ › Ҋ  ṏῶ╖ ˃ ѡ ͖ὢ› Ҋ  ∙╧ 

ᵡ╕ ˣ╖ ᾋở

ÅBIOS₫  BMC ᶘӋ  ᾋᾂ ╢  ʷ◌  ϸ╕  Ὕכ›Ἁ  ᾏ ӄѡ 

≈„╧ᶏ, ↔₂ ♫ʷ ṥ ӄ͖ ♆› ׂש⅔  ⁮ ╖ Ḁᴘ,

ש╧  ᾋᾂ  ≈„ѡ ̎˳■ʷ ᾋᾂ ╢ ♆Ḗ♅╩ ♫„̻╖ 

ʷᴘ  Ὕ ▐ѡ ‏♣╧ ӆ Ὕ ▐͖ Ԃᶴ›, ṏ ʷ Ὕ♅╧Ḁᴘ,

ʷצּ ╧∙ ‹͍  ˣ╓ᴘ ṏ▄
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥2ו) Ӥ֡ὶ( ♄℮ + Ṷ )⁫ « ₒ♅06.

Å INTEL, ủἘ♆■ , HP ӫ  PC ◌  ♫Ɑ  ͖‭Ӧ̐  GOOGLE,

MICROSOFT ӫ ↔₂ ♫ Ḑ S/W ˉḘ ͖‭Ӧ╧ ̒ᴍ ∙╖ 

ᵡ╧ ּש ▄שׂ 

Åḅ̭  ͖‭Ӧ╢  ♣┘┬╧  е╓ᶏ Ἁѡ‹̭שׂ   Suzhou Wave

Intelligent Technology, HUAWEIʷ ד⅔ ∙╩╓ᴘ ף  Ӈ 

Åד⅔ ╪┘ ủἘ♆■ʷ שׂ ╩∙ ˪ ̭ϼ ∙╩╓ᴘ ╩Ӈ
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥2ו) Ӥ֡ὶ( ♄℮ + Ṷ )⁫ « ₒ♅06.

Å̎͒ᵩ ṏῶ ͖ὢ(┘ᵩ 2)╢ ד⅔ ∙╩ʹ ╩↑̒˾ᵎ  SNA(Social

Network Analysis) ṧἊ╖  Ὕ  ˷̐ , INTEL, Suzhou Wave

Intelligent Technology, HP╢  ͖ὢ╧ Ѹᵍ ∙╩Ӧ› ╢  ᵡ╧ 

╩↑ӄᶑἉ, И − ᾑ╖ ╧ᴱѡ ˣ╓ᴘ ϫשׂ ╢ ϳ

Å INTEL╢ ͖ὢ╕ HP, IBM, Dell, ủἘ♆■ ӫ ד⅔ ͖ὢ ͖‭Ӧ›˪ ѸὝ 

╩↑Ӈ

ÅủἘ♆■╢ ͖ὢ╕ Micron Technology, Apple, Sony, Toyota Motor

North America ₫  ˆ╕  Ѹ‗  ởӦᴘṥ  ╩↑ӄ„ ╧ᵎ   

ủἘ♆■╢ ͖ὢ╧ ḖҲ , ■Ҽ , ἲẈ■ ♆■♫  ӫ ש⁭ Ợ‭› 

↑ӄѡ ˣ╖ Ό Ὕ ▐╘

ÅSuzhou Wave Intelligent Technology ╢ ͖ὢ╕ ׂ̭ש╢ ׇ→Ӣ  

Ḑ ẉҢ╧  ṧ‎╢ ד⅔ ‭ Ӧ›˪ ╩↑Ӈ

ÅHP╢ ͖ὢ╕ Dell, IBM, SOPHOS₫ ˆ╕ ởӦ›˪ ╩↑ӄ̃ ▐„, 

HP╢ ͖ὢ╧ , ở╧ḯ ṏῶ, ‾  ᴍ ͖ὢ› ╛↑ӄѡ̒ כּ╧ׇ

ˣ╓ᴘ Ἂ  Ὕ ▌╘
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥2ו) Ӥ֡ὶ( ♄℮ + Ṷ )⁫ «06.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥2ו) Ӥ֡ὶ( ♄℮ + Ṷ )⁫ «SEPs Ự06.

V ᶔἌ ͒ᴛḶ S/W ͕̑ᵬ⁄ ҍתּ‡Ӯ╖ᴛ ΌṒ ╪ώʺ ṭ ☺˿ ̾ אַ-Ḉ ,☺♣ ↕-ױ ͐  ṬΌˁ╪ ּ̆ת ▓╛. ╪ᴛ ╬  Ḉ̰, 

┬ᴁ Ӯ⁄ἌѤ SBOM Ⱡ ╙ ╥ᶴ ⁴ S/W ͕̑ᵬ⁄ ҍ  ṒΌ╥ ַא⅝Ἓ╪ ּ̆ת ▓╛

V ͕̑ᵬ ṒΌ⁄Ἄ INTEL, ỪἛ♣▫, HP Ӯ PC ◑  Ⱡⱳ ͙‰ө̓ GOOGLE, MICROSOFT Ӯ ⇔₅ Ⱡ ḓ S/W ˌḛ ͙‰ө╪ ̕ᴐ 

∟╙ ᵤ╪ ֿב ᶒ ҍṨṪ Ḉ̰ ͙‰ө╪ и╘ ˿☺ᴏ╙ Ṓ╪אַ ̆ ▓╛

V ╪ӥᴛ ≢‡ ‰ҥ√ ⅝ל  ̕ᴐ √ӥʺ ▫ל Ӯ◑ ⁴ ‰ҥ╪  ̓♬⁄Ἄ Ựᴛ⇔ Ḳ♣╥ ᶴ˺Ἓ╙ ˤּש Ѥ ˦⁄ ҍ  

͙ὥ♠ ╪ώʺ  ˦╙ ╬  ὡ ▓╛. BIOS₮ BMC Ӯ ⇔₅ Ⱡʺ Ṩ Ӈ͙ ♣⁄ ʺ◑ ϻ╘ ὡר⁄Ἄ ᾒ ӇѤ ≢‡₮ ̕ᴐӈ 

ṒΌ ╪ώʺ ּתѤ ˦╙ Ṗ ὡ ▓╛. ֞ , Hash valueᵑ ͕̑ᵬ ṒΌ⁄ ↔ Ѥ Ợᴗʺ ѥ̆ ▓╖ᶒ ╪Ѥ ẇᴜ ╬ ͙ὥ╥ Ἓ  

ԅᶷ╖ᴛ Ѿӊ 

V INTEL, Palantir Ӯ╪ ל⅝ ᵑ Ṓ ╖ᶒ לᴛ S/W╥ ‰ҥ╪  ̓♬⁄Ἄ ͕̑ᵬ╥ ᶴ˺Ἓ╙ ˤּש Ѥ ͙ὥ⁄ ҍ  ͐ 

ᾔ ᵑ Ṓ . INTEL,  Ӯ╪ ѻ‚  Ḣᾏ╖ᴛ S/W ᶴ˺Ἓ ˤּש⁄ hash valueᵑ Ợ↔  ╪ᴏ╪ ▓╛

V  S/W Ḳ♣ ‰ҥ╪ ⁄ ҍ Ἄ ᶴ˺Ἓ╙ Ṓ Ѥ Ḣᾏ̓ ᶴ˺Ἓ Ṓ ̓♬⁄Ἄ Hash valueᵑ Ợ↔ Ѥ ḢΌ Ӯ╪ ┬ᵬ  R&D 

ḓ ר  item╪ג Ợᴮӊ
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥3ו) ᵮ ⁫ - ṫ Ớ ṫₒ♅(1/2)07.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥3ו) ᵮ ⁫ - ṫ Ớ ṫₒ♅(2/2)07.

ÅИ −  ṏῶ ͖ὢ(┘ᵩ3)›Ἁѡ Encryption Key, Network Policy,

Endpoint ӫ╧ ד⅔ −Ӣᴘ ӫ◌ . ╧ᴘṥ  И − ╢ ṏῶ 

♩  ̒ᵖ₫ ⸗ѻʹ ᾍ´  ṏῶ╧ ד⅔  ͖ὢ♅ ╧ὺ▄╖ 

╩  Ὕ ▐╘

Å ͍ 4Уʹ Playback Device, Unique Identifier, Eapol Message

ӫ╢ −ӢӦ╧ ͍ ■ד ᶏ ╧ѡ ḅӭ„ ◐ỵ ◌ ͖ʷ 

Ѣ„ϳ› Ӹׇ ╧ ◌ Ӧ╢ ṏῶ ᶴ♫ʷ ׂש⅔ ˪ Ѹᴹּ̃ק ▐ѡ 

ˣ╓ᴘ ѻӇ 

Å͋ᵖ̃ Wi -Fi И − ›Ἁ╢ EAPOL ᶆᾋּצּ╩ ╕ˆ ₫ק ♇ ╢ 

ṏῶ ˃ ʷ И −  ṏῶ╢ ד⅔ ╧ὺᴘ ■ᵖ◄̃ ▐ѡ ˣ╓ᴘ 

ἊӇ
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥3ו) ᵮ ⁫ « ₒ♅07.

ÅủἘ♆■ , QUALCOMM, INTEL, NOKIA, HUAWEI ӫ  ╧Ҽ ᾍ 

┘ᾑᶊḯӦ╧ ̒ᴍ ᵎ ᵡ╧ ṏ ╢כ ̃ ▐╘

Å INTERDIGITAL̐  ˆ╕ NPE Ἐ˳╢ ͖‭Ҳ ᵡ╕ ᵎ ṏ┘ ̃ 

▐╘.

ÅҊṥṧ ḅ̭ ̭♅╢ ͖‭Ӧ╧ ̒ᴍ ᵎ ᵡ╧ ṏ┘
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥3ו) ᵮ ⁫ « ₒ♅07.
ÅИ −  ṏῶ ͖ὢ(┘ᵩ 3)╢ ד⅔ ∙╩ʹ ╩↑̒˾ᵎ  

SNA(Social Network Analysis) ṧἊ╖  Ὕ  ˷̐ , ủἘ♆■ ,

QUALCOMM, INTEL, NOKIA, INTERDIGITAL, HUAWEI╢   

͖ὢ╧ Ѹᵍ ∙╩Ӧ› ╢  ᵡ╧ ╩↑ӄᶑἉ, И −  ╖ᾑשׂ ╢

╧ᴱѡ ˣ╓ᴘ ϫ ϳ

Å , ủἘ♆■, Qualcomm, Intel, Nokia ӫ ᾍ ̒ᴍ ởӦ╧ 

ᴃ╧„ᴘ ϫ ⅔ד ϳ

Å̬ ♅╓ᴘ, ủἘ♆■╢ ͖ὢ╕ Qualcomm › ѸὝ ╩↑ӄ̃ ▐̃,

Qualcomm ╢ ͖ὢ╕ AT&T› ╢  ѸὝ ╩↑Ӈ 

Å╧ש  ̒˾ѡ ᾍ ṧ‎₫ И −  ṏῶ╧ ḉ♥  ̒˾ʷ ▐ѡ 

ˣ╓ᴘ Ἂ  Ὕ ▐╘ 

Å֛ , Cisco₫ Intel╢ ╩↑̒˾ѡ И −  ╩ ׇ ͖ὢ̐╢ ̒˾ᵎ 

ϫ ϼѡ ˣ╓ᴘ Ἂ  Ὕ ▐╘
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥3ו) ᵮ ⁫ «07.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥3ו) ᵮ ⁫ «SEPs Ự07.

V ‚ӥ Ợ↔╥ ҍ Ӯ╖ᴛ ѻ↕ג  Ἄẋᾅᵑ ּת∟  ὡ ▓Ѥ Л √  ṒΌ ͙ὥ╥ ⅝Ἓ╪ ּ5 , .╛▓ ̆תG Л √  

͙ѫ(NF)╥ ᾐᴧἛ╙ ˤּש  ὡ ▓Ѥ ͙ὥ⁄ ҍ  б╥ʺ ṨỮ ̆ ▓╛

V ỪἛ♣▫, QUALCOMM, INTEL, NOKIA, HUAWEI Ӯ ╪ҿ ᾐ ר╥ ᾔᶍḲө╪ ̕ᴐ ᵑ ᵤ╪ Ṓ┬  ╪ᴐἛ̕ ̓ר .╛▓ ̆

иѻ Ṓѱ INTERDIGITAL̓  ˉ╘ NPE Ἓ˶╥ ͙‰ҵ ᵤ╘ ᵑ Ṓ┬

V √ӥ ṪἍ ˺̓ Л √ ╥ ṒΌ ♬  ̕ᵙ₮ ꜙѾʼ ᾐ ṒΌ⁄ ҍ  ∟╪ ᵰ↕ ḛ ⁴ ҉ Ṫ‒⁄Ἄ ר  б╥ʺ ʺ◑ 

ḛ  ˦╖ᴛ ₉Ữӊ

V ỪἛ♣▫, QUALCOMM, Palo Alto Networks ө╙ ⱳ ⅝ל ╥ ᶔ, Л √ ╥ ͙ѫ̓Ѥ ᶴ̕  ΩṨ ◑ ╥ ҵ∑╙ Ḛῷ 

Л √  ͙ѫ(NF)⁄ ҍ ὡ ╙שּ╬   Ợᴗʺ ᵤ ╛. ֞ , Л √  ṒΌ⁄Ἄ Л √ ╥ ┬⁷Ἓ╙ Ṓ ͙ ─  Л √  

ᾈג╪ᾅʺ ҿ♠╖ᴛ ṉ Ѥ Ữ ⁄Ἄ ╪⁄ ӻג Л √  ṒΌ ♬ ╙ ┬⁷ ˭ ♠↔  Ợᴗʺ ▓╛

V  Л √  ̯ ╪ ṓ◌ ︠⁄ ӻג Л √ ╥ ┬⁷Ἓ╙ Ṓ◑ ᶔἌ ṒΌ╙ ┬ּת  ὡ ▓Ѥ ͙ὥ⁄ ҍ  ᵑ Ṓ ѻᶔ 

˿☺ᴏ╪ ▓╙ ˦╖ᴛ Ѿӊ. ֞ ө╪ ṒΌ╥ Ό♬Ἓ╙ ҅Ṓ‰͙ ⅝ל , ͙ ─  Л √  ͙ѫ╙ ὡ Ѥ ◑ ₮Ѥ Ṫᵙӈ ◑ ╥ 

Ợ↔╙ ἐ Ѥ ˦╖ᴛ ѾӇѤ ḕ ΩṨ ◑ ᵑ ╪↔ ♥שּ╬  ᵑ ʼἵ  ˞Ϯ ṒΌἛ╙ ˆ Ѥ ᵑ Ṓ ᶔ ר  

Ṓ ʺѫἛ╪ иѻ Ѿӊ
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥4ו) Ớ ṫ⁫ « ṫ Ớ ṫₒ♅(1/2)08.
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03. ▐ ―⁫ ₒ ὶּ֥ו◄Ɫₒ♅ӍӦῳSEPs ⁫ Ự

( ὶּ֥4ו) Ớ ṫ⁫ « ṫ Ớ ṫₒ♅(2/2)08.

Å ׇ→Ӣ ṏῶ ͖ὢ(┘ᵩ4)›Ἁ virtual machine, security policy

−Ӣʷ ■ד ӫ◌ ᶏ ╧ᴘṥ  ʷừ › Ҋ  ͖ὢ Ḑ ṏῶ ♩  

̒ᵖ› Ҋ  ͖ὢ› Ҋ  R&Dʷ Ḙ  ˣ╓ᴘ ởᴫӇ

Å ͍  4У╢  −Ӣᵎ  ṏᶑ , ̐˛›ѡ ד■   ӫ◌ קּ  Ὸ җ 

Synthetic Request, Edge Node ӫ╢  −ӢӦ╧  ͍  ד■ 

ѡ ˣ╓ᴘ ϫ ϳ. ╧ѡ ׇ→Ӣ ╢ ּש  קּ⁫ ₫

╢ Ợ› Ӹᵍ ˣ╓ᴘ ởᴫӇ

ÅṧỢӅ ׇ→Ӣ Ḑ ⁫ּק  ˼›Ἁ Ὕᵡ╕ ⅔ ╖ ┬♅╓ᴘ 

ᵖ ͖ ⌐  ḟḶ╓ᴘ דᶙḗ̃ ▐╓ᶏ, ש╧  ⅔ Ӧ╧ ˷ ӄ̃ 

ᵖӄѡ ̐♩›Ἁ ṏῶ╖ ┘ּק ѡ ˣ╧ ׂש⅔  ╧ὺᴘ ԋₓᵋ̃ 

▐╘




