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CHEE T 1. A method, comprising: testing multiple trained
artificial intelligence models using known genuine samples of
respective multiple modalities of multimedia to generate versions| [CHEET3: 52. An apparatus of an artificial intelligence (Al) system,
of the multiple modalities of a given multimedia sample, wherein| |comprising: Al engine circuitry to operate a machine learning (ML)
data for the multimedia and the multimedia sample are divided| |model:memory circuitry to store program code of a set of self-
into the multiple modalities;,computing, based on the testing| [assessment entities including a self-verification entity; andprocesson
respective differences between respective components of the| [circuitry connected to the memory circuitry, wherein the processon
multiple trained artificial intelligence models to produce| [circuitry is to operate the self-verification entity to: cause the Al
respective multiple difference vectors;comparing the respective| |engine circuitry to operate the ML model using a predefined test
multiple difference vectors with corresponding baseline difference| |dataset, and stop or pause the operation of the Al engine
vectors determined in order to train the multiple trained artificial| |circuitry when biased predictions are generated by the Al engine

intelligence models; and classifying the given multimedia sample| [circuitry based on the predefined test dataset.
as genuine or altered using at least the comparison.
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. I,f"' [ ,-’I [/ / CHEE T2 1. A computer-implemented method for training a machine
________ /| L . . / learning system to detect an adversarial attack, the method comprising:

obtaining a collection of sequences, the collection of sequences including
at least a first sequence and a second sequence; classifying the first
sequence as belonging to a first class indicative of a nominal sequence

CHEETE: 1. A method for detecting an information operations
campaign, the method comprising: A method comprising:

g.eneratln_gf byacompu_tlng de\nce,aflrs_.t_adversarlal statement based on a first prediction that the first sequence includes an
via: receiving a question and an original context for the unperturbed version of sensor data; classifying the second sequence as
question;converting the question into a statement with a belonging to a second class indicative of an adversarial sequence based
placeholder answer; picking randomly an answer entity from a on a second prediction that the _second sequence includes a perturl_:ted
training text corpus; replacing the placeholder answer with the version of the sensor data; generating combined loss data based on (i) a

first average loss involving incorrect classifications of the first class with
respect to a first set of sequences from the collection of sequences in which
each sequence within the first set of sequences is the nominal sequence

randomly picked answer entity; and leaving a correct question
entity in the statementjinserting, by the computing device, the

first adversarial statement into the original context to form a and (ii) a second average loss involving incorrect classifications of the
first adversarial context; inputting, by the computing device, the second class with respect to a second set of sequences from the collection
question and the first adversarial context as a first pair and the of sequences in which each sequence within the second set of sequences is
question and the original context as a second pair into a the adversarial sequence; and updating parameters of the machine

learning system based on the combined loss data, wherein the updating

. . . . . _ . parameters includes determining the parameters of a discriminative model
dialog system; and using the trained question-answer dialog of the machine learning system that minimize the combined loss data of a

SYSt"?mdto automatically respond to a further question that is weighted function invelving the first average loss and the second average
received. loss.

question-answer dialog system to train the question-answer
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the memory comprising instructions which are executed by the processor to specifically| e

configure the processor to implement a hardened ensemble artificial intelligence (Al) model "~ " 1 _ o]
generator, the method comprising: co-training, by the hardened ensemble Al model generator, [ W> W WV o T Kwp g WL @ I -
at least two Al models, of an ensemble Al model computing system, on a same domain of

training data;determining, during co-training of the at least two Al models, a similarity]
measure between a first gradient of a first Al model in the at least two Al models, and a
second gradient of a second Al model in the at least two Al models; in response to the
similarity measure between the first gradient and the second gradient being equal to or|
greater than a predetermined threshold similarity measure, determining that a loss surface
of one of the first Al model or the second Al model is to be modified;in response to
determining that the similarity measure is equal to or greater than the predetermined
threshold, modifying, by the hardened ensemble Al model generator a loss surface of one
of the first Al model or the second Al model, in the at least two Al models, to control a
distance between the loss surfaces of the first Al model and the second Al model and prevent
an adversarial attack on one Al model transferring to another Al model in the at least two Al
models, and thereby generate a modified ensemble of Al models computing system;
andprocessing, by the modified ensemble of Al models computing system, an input to
generate an output result, wherein at least one of the Al models in the modified ensemble o
Al models computing system generates a correct output for the output result when the input

is an adversarial attack on the Al models.
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CHEHE T 2: 1. An apparatus comprising: a non-volatile memory,
including: firmware memory to store agent firmware associated
with each of a plurality of interconnect protocol (IP) agents;
version memory to store security version numbers (SVNs)
included in the agent firmware; a security controller to generate
a SVN hash to verify an integrity of the version memory, receive
a token from an IP agent and perform a SVN rollback to store
refurbished agent firmware in response to receiving the token; and
a trusted platform module (TPM) to store the SVN hash.

CHEE 7 2: 1. 1. A computing device comprising: a memory; a
firmware storage device storing firmware; at least one central
processing unit (CPU) coupled to the memory and the firmware
storage device and configured to: allocate, during execution of a
boot process, at least one secure memory area within the memory
receive, after the execution of the boot process, a firmware update
request comprising a firmware payload; and store the firmware
payload in the at least one secure memory area; and at least one
secure device coupled to the memory and the firmware storage
device and configured to: read the firmware payload from the at
least one secure memory area; and store at least one portion of the

firmware payload in the firmware storage device. \
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CHEEFZ: 1. A method for wireless network security, comprising:
identifying a network-access boundary associated with a network
for a location; generating a set of independently encrypted
credentials for the network based at least in part on the
identified network-access boundary, wherein each generated
credential of the set of credentials comprises a different encrypted
characteristic and is generated based at least in part on a location of]
at least one beacon associated with the network-access boundary;
receiving a request from a user equipment (UE) to access thel
network associated with the location, the request comprising
channel information between the UE and the network;
andtransmitting the credential associated with the network based at
least in part on the network-access boundary.

CHEE T2 1. A method of securing wireless communication
between a wireless communication device and a serving network,
comprising: transmitting a request from the wireless
communication device to a network function in the serving
network after the serving network has been authenticated,
wherein a nonce and a signature request are attached to the
request; receiving by the wireless communication device a response
to the request from the network function, wherein the response
includes a signature of the network function generated using a
key maintained in a trusted environment in the network function
that is inaccessible to entities external to the network function; and
verifying authenticity of the serving network by the wireless
communication device based on the signature of the network
function and a credential corresponding to a trusted networ
identified in a list of trusted networks maintained by the wireless

communication device.
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