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22Xl (Quantum)
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Engineering /
Control

Software /
Theory

Education /
Training

Qubit Platforms for Quantum Information Science
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Optical

Fiber Tray p | |

e Hacking Fiber Optic Networks(www.youtube.com)

[Source: ADAYA] |

Hacking Fiber Optic Test Model p»

Clip Tapping =
OTN Fiber Optic Network

[Source: Cienal]
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Quantum Key Distribution
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Compute: complex algorithm Physics: Based on quantum mechanics
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01. ¥XIAsEL (QKD Network)
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QKD(YX7| 2l & X]), QKMS(YX}7| 2| A|A ), QENC(¥ X222 &) 2 /dE HES3A

QKD (Quantum Key Distribution)
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KMA (Key Management Agent)
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ECOC 2024 (European Conference on Optical Communication 2024) &

® 2024.09.22. ~ 2024.09.26
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02. 2l QKDN ¢ 5%
EuroQCl (European Quantum Communication Infrastructure)

® Coordinate the first deployment of national EuroQCI projects and prepare the large-scale QKD testing and

certification infrastructure
(PETRUS)

BHEU MO Z2 SB 9N L XY AAHS 2E

EuroQCI @

The first operational system in the world

0
jo

- OpenQKDOf| 0|0 ZIHSt= Z=HE Q| EuroQCle Y¥=22t7|2| ZoHH nets

o - L providing Quantum Key Distribution (QKD)
L o =2 ni A A = o n DECLARATION ON A : h
- __I_:|L7|'7 | tl" T = 7 | tl" g —_|-|-_|_I Telecom 7| H, EH C_>||' S E|‘ Ol:ol_l- g —_|-|-7 | -I'-_-l' XEII'O:I QUANTUM COMMUNICATION for the protection of government t.:lata &
INFRASTRUCTURE g communications, telecommunicaiions
FOR THE EU | wnh g networks, data centres, critical infrastructure
i 4 {energy, finance, ete.)

All 27 EU Member States R A
have igned a declaratian agreeing 1o work 5 b,‘- (
together to explore how to build a quantum %, B
communication infrastnscture (QC) across £ y m EuroQCl Declaration signed by all the 27 Member
Europe. boasting Curapean capabilities o States
in quantum technologies, cybersecurity = .
and industrial competitiveness. j O s m loint Action Plan supporting the national
s 8 terrestrial and space implementations
#

@FutureTechEU #EuroQr) ol R
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EuroQCl (European Quantum Communication Infrastructure)

® QKDN interconnection (Exhibition) = Telsy z Ses’ == Telsy z
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EuroQCl (European Quantum Communication Infrastructure)

® Efficiency Analysis of Two Key Relaying Architectures for QKD Networks
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ClientA . ClientB
(Maria Alvarez Roa, Sebastian Verschoor, Simon Rommel (Netherlands, TU/E)) ABid , AB D BC . ABE@CD ,
a) \ S 4 N v
“KMS A KMS B 'KMS C “KMS D
~—— “e— P “c—
- 9Rb7| AHRIS BE|, M, WESHs TIHR| #oe ATt 452 HI ABBApool  BAKBpool  CBBCpool  DCICD poo
BC/CB pool CD/DC pool
1) MH[A gl Al @80 0] FX7| Ze2f|o|2 Tk, MH|A XS (On-demand) nid BCACD
" . ) Y / U
2) B 7| SEZF YR E O|2| ddss0, MH[A &8 Al XS (Key Flooding) KMS A KMS B KMsS ¢ ~ “KmsD
~— ~— ~—— ~—
~—— ~— ~—— ~—
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OE OFS E A A OEF ots E AlO} i — [~ ] | AC/CA pool BC*/CB”* pool CB*/BC* pool DB /BD pool
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ECOC 2024 (European Conference on Optical Communication 2024) Quantum L& 4|

® Quantum &EH 2HEO| EX
Quantum’™ 2 e
- QKDN (22|, AH|A) Zo| HH 7} Ch

- QKD AtA|Of CHSt LI = CHEE CV-QKD = 24 ‘
2

® QKDN = CV-QKD Channel Free-space ®m DV-QKD
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ECOC 2024 (European Conference on Optical Communication

o 8ol HRAM UE F LU

Demo Session

Tuesday, 24. September, 11:00-12:30, Hall 5

Demo 1: SQSS: Smart Quantum-key Supply System for
Practical End-to-end Quantum-secured Service

Kyu-Seok Shim, Chankyun Lee, Hyunkyo Lim, Wonhyuk
Lee; Karea Institute of Science and Technology
information

We demonstrate smart quantum-key supply system which
supports both post-quantum and legacy cryptography to
forward guantum-key to quantum-secured service node. A
cryptography method is adaptively selected based on the
algorithm supportability of the service node.

Demo 2: Live Demonstration of Edge Cloud based
Visual Inspection in Manufacturing on a Passive Optical
Network Testbed

Massimiliano Sica'#, Behnam Shariati’, Hagen Hosl'",
David Przewozny', Paul Chojecki', Johannes Karl
Fischer', Ronaid Freund'?; ' Fraunhofer Heinrich Hertz
Institut (HHI),  TU Berlin

We demonstrate the value of PON as an enabler for the
manufacturing sector. We showcase real-time telemetry
insights of a visual inspection use-case, such as the evo-
lution of energy and traffic throughout the process, their
relationship and the importance of network slicing for QoS
assurance.

Demo 3: Enabling Cloud AR/VR Gaming Services by

an Open-Source and Standards-Based Network-as-a-
SBervice Platform for Control and Management of Optical
Networks

Hesam Rahimi", Liuis Gifre?, Ricard Vilalta®, Raul Mufioz?,
Henry Yu', Yanpeng Wang', Ruilin Cai', Yixiao Chen',

Hao Li', Haoyu Feng’, Christopher Janz’; ' Huawei
Technologies, ? Centre Tecnoldgic de Telecomunicacions
de Catalunya (CTTC-CERCA)

This demo presents a novel standards-based and open-
source platform for control and management of optical net-
works. Using this platform, cutting-edge Fifth Generation
Fixed Network (F5G) capabilities can be introduced to en-
terprises, users, and application developers. We evaluate
the platform with a cloud-based VR gaming use-case.

Demo 4: Autonomous Link-Capacity Adjustment using
TeraFlowSDN Controller in a Disaggregated Optical
Network Testbed

Mihail Balanici', Behnam Shariati’, Muhammad

Rehan Raza', Pooyan Safari’, Aydin Jafari’, Vignesh
Karunakaran®, Achim Autenrieth?, Johannes Karl Fischer’,
Ronald Freund'; ' Fraunhofer Heinrich Hertz institute HHI,
Adtran Networks SE

We demonstrate a closed-loop operation for the use-
case of autonomous optical link-capacity adjustment in a
partially-disaggregated testbed. Our proposal employs a
state-of-the-art traffic forecaster for capacity provisioning
and an instance of TeraFlowSDN Controller for {rejconfigu-
ration of IP/Optical network elements, without interrupting
the end-to-end service.

Demo 5: Demonstration of LLM-based Al-Agent for
Optical Network Management and Automation

Chenyu Sun'#%, Reda Ayassi’, Xin Yang'*, Gabriel
Charlet’, Photios A. Stavrow’, Yvan Pointurier’; ' Huawel
Parfs Research Center, * EURECOM, * Sorbonne
University, * Politecnico di Milano

We deployed an LLM-based Al-agent on a commercial
product testbed for optical network management and
automation. This dernonstration showcases how the Al-
agent interacts with controller APIs to implement service
establishment, QoT estimation, and power optimization.

Quantum Communication

Demo 6: Dynamic Service Provisioning and Cantrol

Relying on Time-Varying Telemetry-Driven QoT Digital-Twin
Renato Ambrosone’, Ramon Casellas?, Alessio Glorgetti®,
Riccardo Schips', Stefano Strauliu®, Francesco Aquilino®,
Antonino Nespola®, Roberto Morro®, Vittorio Curri';
"Politecnico di Torine, * Tecnologic de Telecomunicacions
de Catalunya (CTTC), *University of Pisa, “ LINKS
Foundation, * Telecom Itafla

This demo showcases innovative optical network control to
enhance performance and QoT predictability. By means of
a modular, closed-loop SON control plane, it demonstrates
dynamic service provisioning and optimal path selection,
using telemetry, digital twin technology, open amplifier
control and time-varying QoT estimation.

Demo 7: Low latency Low-Jitter Bandwidth-Efficient

PON for Industry applications

Sandip Das; Nokia Solutions and Networks

We demonstrate a TDM-PON based end-to-end sys-
tem that achieves ultra-low latency and jitter with high
throughput efficiency for time-sensitive applications. This is
achieved using co-scheduling of TDM-PON with Ethernet
Time Sensitive Network (TSN) elements to serve industri-
al applications requiring such end-to-end network perfor-
mance.

Demo 8: Longitudinal Power Profile Monitoring telemetry
enabling fault location-aware SDN controller

Alessandro Pacini', Fabien Boitier?, Alix May?,

Vinod Bajaj®, Andrea Sgambeiluri’, Alessio Giorgetti®,

Luca Valcarenghi', Patricia Layec? 'Scuola Superiore
Sant'Anna, *Nokia Bell Labs, ? University of Pisa

This demonstration showcases sharper optical network
reconfigurations through a SDN controller, enhanced with
longitudinal PPE monitoring to enable soft-failure location.
We developed a standard-compliant implementation of an
efficient telemetry using OpenConfig and gNMI while bal-
ancing the computational needs between the receiver and
the SDN controller.
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02. o] QKDN ¢+ Sgt

ECOC 2024 (European Conference on Optical Communication 2024) KISTI 2 & LI

j Ochang kob:lc Korea Bicinformation Cener

® SQSS : Smart Quantum-key Supply System

PQC-supportable PQC-non supportable
SN (Q-sync) | T SN (Q-sync) |
" PQC h RSA
- YX7| 35 A PQCor TLS H8d 7| 35 g 5
o ms
- Service NodeOl| M PQCE 0| &%t ¥AH7| & —— ! N\ 2z
Y Key Key =
o — L
Al ol 2FAreol 3| PQC 215 X o B
< S PQC |RSA PQC| RSA
9' L it N { ’ KM Key relay KM Key relay KM
od Hawm ) : KM
H ots >0 OLE]| (0] Daejeon 1 L-ayer ------------------------------------------------------------------------
- Service NodeOl| Al PQC Y= XA F=0| Ot A| LHt chmaoIA ‘ KevT skm 80km TKev

Quantum [ QKD |— akp |[[akD [— QKD |

Layer

TLS T2 EZE AIRSIY 7| 22

Daejeon_a Daejeon_b Ochang

: Scenario
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