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O1. Network Open API
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NEF, Network Exposure Function SCEF, Service Capability Exposure Function
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SimSwap | code / API_definitions | sim-swap.yaml| 1'_|‘j

i Blame 400 lines (368 loc)

openapi: 3.0.3
info:
title: SIM Swap
description: |
The SIM swap API provides a programmable interface for developers and
# Introduction
The SIM Swap API performs real-time checks on the last SIM Swap event.
The SIM Swap API is useful to prevent fraud by reducing the risk of ac
The SIM Swap API can also be used to protect non-automated actions. Fo

This API is used by an application to get information about a mobile 1

* When did the last SIM swap occur?
* Has a SIM swap occurred during last n hours?

# Relevant terms and definitions

**SIM swapss:
A SIM swap is a process in which a user's mobile phone number (MSISDN)

SIM swap also happens during other actions like changing user's phone
# API functionality

The API provides 2 operations:

- POST retrieve-date : Provides timestamp of latest SIM swap, if any

- POST check: Checks if SIM swap has been performed during a past peri
# Authorization and authentication

The "Camara Security and Interoperability Profile" provides details on
Which specific authorization flows are to be used will be determined d
It is important to remark that in cases where personal user data is pr
# Identifying a phone number from the access token

This specification defines the ‘phoneNumber’ field as optional in API
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GSMA Home Global Status Map Main GSMA Website

Open Gateway Portal

GSMA Open Gateway Work Streams
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GSMA Lead: Katherine Wong GSMA Board
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Cloud Infrastructure

I R N

Enhancing virtual ‘Cloud’ applications & services to enable Web3.0

Open Service (Northbound) Common Network APls
via CAMARA GitHub & GSMA Agreement Templates

Open Federation APIs (East West Federation & Interconnection)

via GSMA Operator Platform Specifications & Agreement Templates

GSMA CAMARA forum
Telco Finder (N-E-W) o Servi APIs (N) Operate AF’|SA\

], E - 0 -fr ;
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Exposing network capabilities: Identity : 5G Capabilities : Al/Data : Privacy : Security
\ Earth Networks J

Specification by Doing Code, not documentation GSMA
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Global network API revenue by API family 2024
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olgl 7g Global telecom leaders join forces to =

redefine the industry with network APIs

El’ﬂ:" 21"—'21 XI:'- * Share (= Print o)) Read out
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HIESIT API HZd 71, O[2I& X|2 50% 25
Landmark agreement to accelerate adoption and innovation of network APls includes a newly
formed company that will drive new monetization opportunities for the industry.

Today, some of the world’s largest telecom operators, including América
Mévil, AT&T, Bharti Airtel, Deutsche Telekom, Orange, Reliance Jio,
Singtel, Telefonica, Telstra, T-Mobile, Verizon and Vodafone, together with
Ericsson are announcing a new venture to combine and sell network
Application Programming Interfaces (APIs) on a global scale to spur
innovation in digital services. Network APIs are the way to easily access,
use and pay for network capabilities. The venture will drive
implementation and access to common APIls from multiple telecom
service providers to a broader ecosystem of developer platforms.

(AFEI=02) )
Modern mobile networks have advanced and intelligent capabilities,

N ture to sell network APIs globally. . L . : e .
€ VENRITE 10 e network ATls globaly which have historically been inaccessible to developers. Additionally, it

(B2 22 REUR=YUR 7|XH] AHH O[S S FH| Y| o2& (Ericsson)O] Ch?2 214~ B ’ E?S\an:;zsﬁlitmlmiesﬂhw-rsyvinskyi; has been impractical for developers to integrate the different capabilities
(MRA)2Z Z2tRE ALY Etchol LiMCH Montage: Evelyn Ebert Meneses of hundreds of individual telecom operators. The newly formed company

will combine network APIs globally, with a vision that new applications
AP &2, DBIRIZ| Sofl 2 02{&2 22U(BX| Al2)) 0|7 22 2242E S X EUX| will work anywhere and on any network, making it easier and quicker for developers to innovate.
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Device Location API
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Quality On Demand API

connectivity
urely beyond the user's visual line-of-sight.
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