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XSTR.magAlI-behavior: Capabilities for Agentic Al security and trust controls to
manage the behavior of single or multiple agentic multi-objective Al systems
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XSTR.OCC-LLM: Prospective assessment of the offensive cyber capabilities of LLMs
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XSTR.Itf-AAI: Landscape of Trust Framework for Agentic Al

+ Agentic AI2| ?/2S MEstL, 0|5 SH5H| ?lof d&s FH I MYS A=
HE| T 32 A A

2 A 4= FH: Prompt Injection, Social Engineering via Agents
- ot& 3 2 =M: Data Poisoning, Reward Hijacking, Model Extraction, Adversarial Examples
- A 8 2AAE0[M FH: Action Hijacking, Sandbox Escape, Multi-agent Collusion
- =g} 3 ZFY FM: Supply-chain compromise, Credential and key theft
- JHQIEE S OojH S MHY =2 A D YE 7=
—  AHHA 9 Q17 £M: Shadow Al, Insider threats ~
ol=2 gl =2 XN =M. CHaL : GOVERNANCE
- Ol-_-r_”O'I x EE' ol DI_:I Slde Channel & phySICal attaCkS * Policies, objectives, accountability
* Management & control
A /
NE R EE] - A
°
— | _ -” = _|_‘I Al COGNITION & AUTONOMY
—_ Governance(7-| H'l Lljﬁ) * Planning, reasoning, perception, memory
. * Autonomous decision-making
Al(EZ/FE) - Y
—  Action(#&/=+ )"
ACTION & ENVIRONMENT
* Tool use, API calls, system execution
* Environmental configuration outcom

A &
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XSTR.stv-OC: Security threats and vulnerabilities in the OpenClaw Framework
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« OpenClaw 6-Layer Reference Architecture)

— Intelligence Core (X|s &4 HH):

Layer 1: Gateway & Channel Normalization
Layer 2: Session & Context Isolation
Layer 3: Critical Trust Anchor

— Control & Logic Foundation (M0 % 22| 7|z T H):
Layer 4: Agent Runtime Orchestration
Layer 5: Tool Actuation Plane
» Layer 6: Multi-Surface Delivery

«  XSTRstv-OCQ| 4L &4l 7H& 7| (Pillars)
—  Pillar 1: @43 x| Hot LA AEY|O|M (Strict Least Privilege)
—  Pillar 2: ¥=3t™ MM HHQIE (Cryptographic Session Binding)
— Pillar 3: 422| & —?—734)8 J"—FEI (Memory & Integrity Management)
—  Pillar 4: 358Y % 27 AM2|F (Supply Chain & Skill Trust)
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